








SBA ColdFusion Programming Standards

3 Coding Standards, Application-Specific Code
3.1 Application Model

The SBA’s programming model is to have a “thin client”, business rules only in server-side validation
(via stored procedures or application server), standardized look-and-feel and a goal of 50% shared code.

3.1.1 “Thin Client” and Client-Side Data Validation

Several things are implied by the term “thin client”. One is that we don’t use Java or plug-ins (such as
Flash) where HTML will do the job. (<cf_sbatree> and <cf_sbatreeitem>, which use DHTML, are a good
example.) Another is that JavaScript is used only in restricted ways, namely:

o Simple format restrictions in client-side data validation, such as disallowing alphabetic data in
numeric fields, requiring EIN to be in 99-9999999 format, etc.

e Dynamic HTML, such as showing and hiding sections of a page, changing the class of a CSS-
formatted display, etc.

e Providing running totals of numeric inputs as a service to the user, such as in balance sheets,
income statements, calculation of debenture amounts, etc.
SBA look-and-feel navigation.

e Alerts and confirmations of user actions that have significant consequences.

OCIO has developed standard JavaScripts for client-side data validation, which shall be used, except in
the most application-specific circumstances. JavaScript will not be used for “business rules” logic, such as
complex cross-edits among form elements.

3.1.2 Server-Side Data Validation

There are 2 kinds of server-side validation, so-called “presave validation”, and business rules validation.
Presave validation encompasses only whether or not the incoming data will “fit into its database column”.
As such, it is redundant to client-side data validation in JavaScript, but needs to be done on the server
side, in case the user turns off JavaScript, and to prevent hacker attacks. Foreign key constraint checks,
which can’t be done on the client side, may also be necessary to prevent database errors at the time the
database delete, insert or update is performed. Business rules validation occurs only server side via stored
procedures or application server calls (Jaguar for security, for example). The goal is to perform business
rules validation in only one place. Distributing business rules out to the application or the client defeats
this goal and makes business rules harder to change, thereby rendering the SBA less responsive to change.

OCIO has developed standard includes and UDFs for server-side presave validation, which shall be used,
except in the most application-specific circumstances.

3.1.3 Standardized Look-and-Feel

OCIO has developed standard custom tags for look-and-feel, which shall be used.

3.1.4 Our Goal Is 50% Shared Code

Shared code promotes consistency, stability and rapid application development. OCIQO’s goal is 50%
shared code.
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3.2 Application.cfm

3.2.1 When and Where Required

Except for simple applications (that don’t require logging in) and Web Services (which don’t implicitly
cfinclude Application.cfm), you must use Application.cfm or LocalMachineSettings.cfm to set global
variables, for example, datasource name, timeouts for the application, and so on.

Even in simple applications, Application.cfm is a convenient place to set global configuration variables.

In an application that requires logging into GLS on the same server, you must have an Application.cfm
that calls the <cfapplication> tag with name="GLS". This is what allows the user’s GLS Session variables
to be passed to your application. In addition, you must verify that Session.GLSAuthorized is defined and
set to “Yes”. If not, the <cflocation> to /gls/dsp_mustlogin.cfm or /gls/dsp_login.cfm command must be
used.

In an application that requires logging into GLS on a different server, you needn’t have name="GLS" in
the <cfapplication> tag, because you can’t share Session variables across servers. Typically, you would
call the standard library routine get_ ArrayUserRoles (see 4.4.4) to retrieve the user’s rights from the
server containing GLS.

3.2.2 When Application.cfm Is Allowed in Subdirectories

Normally, you must define one and only one Application.cfm file at the root directory of the application.
There are a couple of situations, however, where a subdirectory of your application may define its own
Application.cfm.

3.2.2.1 Turning Off GLS Login Requirement for Scheduled Tasks, Etc.

A Scheduled Task is normally done outside of the context of a login. (The login of the datasource is
typically used instead.) So, if the root directory of a GLS system is obeying standards (kicking the user
out of the directory if they’re not logged in), a Scheduled Task could never work. For this reason, we
typically create a subdirectory called /scheduled, as in the following example:

/myapp (root directory of GLS system)
/myapp/Application.cfm (kicks non-logged-in users out of directory)
/myapp/scheduled (Scheduled Tasks reside here)

/myapp/scheduled/Application.cfm (used i1n Scheduled Tasks)
/myapp/scheduled/act_scheduledl.cfm (not a standard name, made-up)
/myapp/scheduled/act_scheduled2.cfm (not a standard name, made-up)

When act_scheduledl.cfm or act_scheduled2.cfm executes, ColdFusion locates and uses Application.cfm
in /myapp/scheduled. ColdFusion does not progress up the file system tree any further, so it doesn’t see
the Application.cfm in /myapp. The instance of Application.cfm in /myapp/scheduled contains only
configuration parameters and such to be used in the context of a Scheduled Task. It does NOT kick the
user out of the directory for not being logged into GLS.

You might also need to turn off GLS login in a /experiments subdirectory, for example, that exists only in
development.
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3.2.3 Extending Application.cfm in a Subdirectory

The reason why we don’t want to have Application.cfm files in subdirectories is that they would all have
to be edited/maintained in sync with each other. The objective is to avoid producing multiple copies in
multiple location, but if a subdirectory contains a subsystem that needs to perform an action differently
from the rest of the system, it may have an Application.cfm THAT INCLUDES THE MAIN
APPLICATION.CFM and extends it. For example, this Application.cfm file extends its parent by kicking
out users who have not yet logged in:

<cfinclude template="../Application.cfm'>
<cfif NOT Variables.GLSAuthorized>

<cflocation url="/gls/dsp_login.cfm">
</cfif>

3.2.4 Initialization

To minimize locking, it’s advisable to move all Session variables into the Variables scope at this same
time. To minimize EXCLUSIVE locking, which slows down your entire application, never code
CFPARAMSs or CFSETSs of Session variables in a single CFLOCK. Instead, have 2 CFLOCKS, the first
one being READONLY, determining whether the second one is necessary, and a second one being
EXCLUSIVE to set the Session variables. For example, instead of coding:
<cflock scope="Session" type="Exclusive'" timeout="30">
<cfparam name="'Session.xxx" default="123">
<cfparam name="Session.yyy" default="‘abc'>
<l-—- etc --->
<cfset Variables.xxx
<cfset Variables.yyy
<l-—- etc —-->
</cflock>

Session . xXxx>
Session.yyy>

(which always requires an exclusive lock), instead code:
<cfset Variables.SessionScopeWaslnitialized
<cflock scope="'Session" type="ReadOnly" timeout="30"
<cfif IsDefined('Session.xxx")>
<cfset Variables.xxx
<cfset Variables.yyy

IINOII>

\%

Session . xXxx>
Session.yyy>

<l--- etc --->
<cfset Variables.SessionScopeWaslInitialized = "Yes'>
</cfif>
</cflock>
<cfif NOT Variables.SessionScopeWasInitialized>
<cfset Variables.xxx = "123">
<cfset Variables.yyy = "abc''>

<l--- etc --->

<cflock scope="Session" type="Exclusive" timeout="30">
<cfset Session.xxX Variables.xxx>
<cfset Session.yyy Variables.yyy>

<l-—- etc --->
<cfset Variables.SessionScopeWaslnitialized = "Yes">
</cflock>
</cfif>
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3.2.5 More on Initialization — VVariables Scope versus Request Scope

The difference between the Variables scope and the Request scope is that Request scope variables are
directly available in the Request scope to custom tags. As a general rule, this defeats one of the benefits of
custom tags, which is that their environment is largely separate from that of the caller.

In the wholesale copying of Session scope data into a scope that doesn’t require locking, keep in mind
that passing data to a custom tag should be a decision, not something that happens automatically.
Therefore, in general, the Variables scope should be used. When only a few data items are in the Request
scope, it makes it clear that their purpose is to be passed to a custom tag. In other words, in general, only
shared code defines Request scope variables.

3.2.6 Set Request.Version to Identify your Application’s Version Number

One variable that must be in the Request scope is Request.Version. That’s because a page within a frame
would call <cf_lastmodified> directly, but a page that doesn’t use frames would call <cf_sbalookandfeel>
in a way that would cause <cf_sbalookandfeel> to call <cf_lastmodified>. Therefore, if VVersion were in
the Variables scope, <cf_lastmodified> wouldn’t know whether to reference Caller.Version or
Caller.Caller.Version (if that’s even allowed). To keep the code simple, <cf_lastmodified> was
programmed to look for Request.Version, so that it wouldn’t matter how deeply the calls were nested.

Furthermore, setting Request.Version is a standard. In order to receive positive feedback from users,
managers must know which version the users are utilizing, so the version must be continuously updated..
You are to use “variable-length dotted decimal’” format (number.number, number.number.number or
(rarely) number.number.number.number), which is a de facto industry standard for versions:

o Major versions (the first number) are for major changes in capabilities or how the application is
used. A change of major version is intended to attract attention and caution as to its release.
Examples: conversion of PRO-Net to ColdFusion, addition of Loan Servicing to ETran.

o First-level minor versions (the second number) are for feature enhancements that are significant.
Examples: addition of GSAAdvantage or NAICS code searches to PRO-Net, conversion of GLS
to SBA look-and-feel. There is always at least a first-level minor version. That is, the third major
version is “3.0”, not “3”,

e Second-level minor versions (the third number) are for bug fixes, not feature enhancements. It’s
okay to go from “3.0” to “3.0.1”.

e Third-level minor versions (the fourth number), if used, is for very minor bug fixes. It is generally
NOT okay to go from “3.0” to “3.0.0.1”, as that skips a level without explanation. Application
changes at this level should generally attract little or no attention from users.

3.2.7 Never Use Client Scope — Requires a Waiver

You may not use Client variables without a waiver to do so. If you are granted a waiver to use Client
variables, you must store them in a database, not in the registry. Since, as a general rule, you will NOT be
using Client variables, do not set ClientManagement to “Yes” in the CFAPPLICATION tag.

3.2.8 No Longer Any Need to Encrypt Application.cfm

See section 3.3.4 Shared (or “Generic”) Logins for information about how to retrieve logins from the
database. Because we now have more secure alternatives to hard coding logins in Application.cfm, the
previous SBA ColdFusion Standard requiring that Application.cfm always be encrypted is rescinded.
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3.2.9 Session Control (CF 4.x and 5.x)

OMB Web standards require that Federal Web sites never write cookies to the user’s hard drive, but the
CFAPPLICATION tag will do this if SETCLIENTCOOKIES="Yes”. Also, CF’s handling of CFID and
CFToken can allow a “session swap”, either accidentally or maliciously, if another session’s CFID and
CFToken are coded on the URL. Finally, if not carefully thought out, the movement of Session variables
into the Variables scope can cause unnecessary Exclusive locking. The following code example shows

how to eliminate all 3 of these problems:

<cfapplication

name = "applicationname"
sessionmanagement = "Yes"
sessiontimeout = #CreateTimeSpan(0,1,0,0)#
setclientcookies = "No"">

<cfset Variables.Initialized = "No'">

<cflock scope="Session" timeout="30" type="'ReadOnly'>
<cfif IsDefined('Session.Initialized")>
<cfif (NOT IsDefined(''Cookie.CFID™)
or (NOT IsDefined(''Cookie.CFToken™)
or (Cookie.CFID IS NOT Session.CFID)
or (Cookie.CFToken IS NOT Session.CFToken)>

<cflocation template=""dsp_newsession.html"™ addtoken="No'>

</cfif>
<cfset Variables.xxxx
<cfset Variables.yyyy

Session . Xxxx>
Session.yyyy>

<l-——- etc ---—>
<cfset Variables.Initialized = "Yes'">
<cfelse>
<cfcookie name="CFID" value= "#Session.CFID#'">
<cfcookie name="CFToken'" value= "#Session.CFToken#'>
</cfif>
</cflock>

<cfif NOT Variables.Initialized>

<cflock scope="Session" timeout="30" type="Exclusive'>

"whatever'>
"whatever'>

<cfset Session.xxxx
<cfset Session.yyyy
<l--- etc --->

<cfset Session.Initialized = "Yes'"'>
<cfset Variables.Initialized = "Yes">
</cflock>
</cfif>
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3.5 Miscellaneous

3.5.1 Browser Support (HTML, CSS and JavaScript)

In “Intranet” applications (those that will be seen only by SBA employees and others behind the SBA
firewall, it is acceptable to support only the current version of Microsoft Internet Explorer (“MSIE”) for
Windows.

But in “Internet” applications (those that will be seen by the public), you must support up to 2 levels back
of the following browsers:

1. MSIE for Windows (2 levelsback =7.0, 6.0 and 5.5)
2. Netscape for Windows (2 levels back =8.1, 7.2 and 7.1)
3. Firefox for Windows (2 levels back =2.0, 1.5.0.8 and1.5)
4. Firefox for Macintosh (2 levelsback =2.0, 1.5.0.8 and1.5)
5. Safari for Macintosh (2 levels back =2.0.4, 2.0 and 1.3)

Note that MSIE for Macintosh is no longer on this list. Its versions were capped more than 3 years ago,
and is no longer on the Microsoft site for download. Also, Firefox has been added to the list. And there
have been recent new releases of all of these browsers which are now on this list.

Also, although not required, it is advisable to be compatible with strictly-standards-compliant browsers,
so that your code will continue to run correctly as all browsers become more standards-compliant:

6. Opera for Windows (current version)

NOTE: Although you’re not required to support anything more than the current MSIE for Windows in
intranet applications, it is generally recommended to code for cross-browser compatibility anyway, as
this allows the SBA to change its standard browser without major code conversions, and prepares you for
coding for the wider Internet user community.

Since HTML, CSS and JavaScript versions vary according to browser versions, supporting the browser

implies writing HTML, CSS and JavaScript that behave correctly in those browser versions. See section
5.3.10, below, for specific help and guidance on writing cross-browser compatible code.

3.5.2 Section 508 Support

Section 508 support is the subject of other SBA standards documents, so those standards will not be
discussed here. It’s sufficient to say that your ColdFusion application must obey those standards as well.
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4 Coding Standards, Shared Code

Where Shared Code exists to do what you need to do, you must use it. On all SBA ColdFusion Servers,
shared code always resides in the following directories mostly at the Web server’s document root level:

/cfincludes/datasourcename Stored Procedure Call files (see 4.2)

/library/callbacks Callbacks to server in AppHidden frame (see 4.1.16.4)
[library/cfincludes CFML code invoked by <cfinclude>

[library/classes Client-side Java (applets), contains /source and /examples
[library/css Cascading Style Sheets

[library/customtags CFML custom tags (example, SBA look-and-feel)
[library/html Sharable HTML (blank.html, etc)

/library/images Images (gif, jpeg, jpg, png, etc)

/library/javascripts client-side data validation, form control, etc
[library/pdf Sharable PDF files

library/swf Sharable Flash files

Nibrary/udf User Defined Functions

[library/video Movies (typically very large, mov, wmv, etc)
library/xml Sharable XML, notably XSD components

/opt/coldfusion[mx[7]]/Java/classes Java custom tags (file system address, not under doc root)

To add new features to existing Shared Code, there’s also a “prelibrary” directory with the same
subdirectories. Developing new library features out of prelibrary avoids the problems of impacting other
developers, who are generally using library, not prelibrary, as their top level directory for Shared Code. If
you wish to create some new code to be shared across all applications, you will have to ask to be added to
the prelibrary Unix group, which allows you to edit files in prelibrary and its subdirectories.

Generally speaking, you should adhere to a similar pattern in your application when you have application-
specific code that you want to share within your app:

/myapp/cfincludes/datasourcename Application-specific (edited) SPCs
/myapp/cfincludes Files included from multiple subdirectories of myapp
/myapp/customtags (must be invoked by cfmodule)

/myapp/java Server-side Java (servlets and CFXs)
/myapp/javascripts Scripts not related to SBA Look-and-Feel
/myapp/javascripts/sbalookandfeel Scripts invoked by “MainNav” buttons

/myapp/udf (etc)

/myapp/xml (etc)

Adhering to this convention allows developers on one application to be assigned to another application
and know where to find things. For now, this naming convention is recommended and not mandatory.
However, application-specific Shared Code directories must adhere to this naming convention.

Only application-specific Shared Code may be used in application specific Shared Code directories. You
may NOT copy system-wide Shared Code from /library into your own app’s directories and use them
from there. Examples of truly application-specific code might be JavaScripts that reference specific form
element names (EditBS in ELend) or codes unique to the application’s database (PronetMincFormat). If
code could be shared across multiple applications, it belongs in /library, and you must use the /library
version of it, not your own local copy.
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4.1 SBA Look-and-Feel

To present a consistent look-and-feel across all applications, OCIO/OISS has developed 2 ColdFusion
custom tags, called cf_sbhalookandfeel and cf_mainnav. If your application has no need of frames, you
probably won’t ever call cf_mainnav.

Perhaps the hardest part of learning how to use the SBA look-and-feel custom tags is the wide range of
features, which quickly induces “information overload”. This portion of the SBA ColdFusion Standards
document is meant to introduce you to the features gradually, in a top-down approach, so that you’ll be
better able to decide which features to use and which to ignore.

4.1.1 Screen Snapshot of SBA Look-and-Feel, Showing Page Regions
ol x]

File Edit Wiew Bookmarks Tools Help

- P ——

N T “;;:r ”~ Qgu:uv,l'testIu:u:ukandFeel,l'u:lsp_sbalu:u:ukandfeel.3.|:FmL r:{. Google search Bl (C)-a

U5, Smeall Business Adminlstration

Your Small Business Rosoores

This region is &pplnfa.

This region is AppNav. This region of the page is called AppData.

The Exit and Help buttons are in MainkMay,
which can only contain buttons.

Last modified: 12082006 11:33:00 Phd : FirstGow  » EGow  * Regulations.gow  » Wihite House 5BA Processing: 0101 seconds,
® Privacy & Securty * Information Quality * FOIA © Mo Fear Act © ADA

Opera is being used in this snapshot to show that SBA look-and-feel is cross-browser compatible.
Regardless of browser, the page looks pretty much like this. SBA look-and-feel has been tested with
Microsoft Internet Explorer for PC and Mac, Netscape for PC and Mac, Firefox for PC and Mac, Opera
for PC and Safari for Mac. The reason why we’re able to support such a wide range of browsers is that
cf_sbalookandfeel adheres to the Cascading Stylesheets — Positioning (CSS-P) standard.

As you can see from the included text, the page is divided up into “regions”. Not all of the regions are
required. Four of them can be inline (markup residing in the current file) or frames (markup residing in
separate files, usually for code sharing). The choice is up to you. The appearance will be the same.

Note: All regions have 0 pixels of padding. This was necessary for consistent cross-browser positioning.
A side benefit is that it gives you edge-to-edge control over what appears in each region. If you don’t
want 0 pixels (if you would prefer, say, 2 pixels of padding), you can simply wrap everything in <div
class="pad2”> ((region’s markup)) </div>, or use a <table> with cellpadding and/or cellspacing. It’s
much easier to add the padding you want than it is to get rid of padding you don’t want.
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4.1.16.3 AppNav DHTML Tree Using <cf_sbatree> and <cf_sbatreeitem>

The SBA’s <cf_shatree> and <cf_shatreeitem> custom tags were designed to exactly mimic <cftree> and
<cftreeitem>. If you don’t already know how to use <cftree> and <cftreeitem>, your learning curve for
these custom tags is the same as learning how to use the ColdFusion versions. But if you already know
how to use the ColdFusion versions, your learning curve is minimal. Here are the differences:

In keeping with the “thin client” aspect of the SBA Application Model (see 3.1.1), our custom
tags generate the tree using DHTML and cached JavaScript. The ColdFusion tags generate Java
or Flash. It has been estimated that DHTML trees are so lightweight, they can handle upwards of
25,000 nodes, whereas Java bogs down after only a few hundred nodes and Flash at a few
thousand. With our custom tags, the user doesn’t have to install any plug-ins or wait on the
initialization of the Java or Flash execution environment.
<cf _sbatree> does not have to exist within a <cfform>. In fact, it doesn’t even need to exist
within an HTML <form>. That’s because pressing a node triggers the execution of a JavaScript,
not the submission of a form. You are responsible for defining the JavaScript, or you may request
that one be created for you by one of the SBA’s JavaScript specialists. It will be passed the value
attribute of the node that the user clicked. Another, optional attribute you can provide is
ExpandAll, which will initialize all folders to being expanded (<cf_sbatree ExpandAll="Yes">).
<cf_shatreeitem> has only 5 attributes, not the full set of attributes supported by <cftreeitem>:

o display Display name of node, the text that appears on the screen, mandatory

0 expand“Yes” or “No” (currently not supported), optional

o img  “Document” or “Folder”, mandatory

o parent value attribute of Folder node that contains this node, optional if at top level

o value value passed to your JavaScript if the user clicks the node, mandatory
Our custom tags don’t maintain any separate “Path” value that you can test on the server. In fact,
you don’t even necessarily invoke the server at all. The only thing you have is the value of the
clicked node’s value attribute in your JavaScript on the browser. If you want to track Path, you
have to do so yourself with the value attributes you generate. If you want to pass this information
to the server, you have to do so yourself.

Example (typically the top level folder has the value “root”, but that didn’t fit in this page, so using “Y”):

<cf_sbatree function="window.alert"><!--- Simply display value --->

<cf_sbatreeitem display="Year"™ img="Folder" value="Y">

<cf_sbatreeitem display="01" img=""Document' parent="Y" value="1">
<cf_sbatreeitem display="02" img="Document’ parent="Y" value="2">
<cf_sbatreeitem display="03" img="Document’ parent="Y" value="3">
<cf_sbatreeitem display="04" img="Document’ parent="Y" value="4">
<cf_sbatreeitem display="05" img=""Document’ parent="Y" value="5">

</cf _sbatree>

Result (after clicking 03):

| Expand | Collapse |

[JawaScnpt Application]
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4.1.16.4 Server Callbacks in the AppHidden Frame

Sometimes, while the user is filling out data in one of your forms, you want to get information that exists
only on the server. You don’t want to submit the current form to do this, but you have to make some sort
of server request. In this case, you might want to code a server callback in the AppHidden frame.

For example, suppose the user is filling out an address, and you’d like to supply the state, county code
and city, based on the Zip code the user entered (screen snapshots from the ELend Project Info screen):

Zip+4 Code IZD?SH -I Lookup state/counties/cities for Zip |

Choose State/County/City | Enter Zip, then press 'Look up' button, abowve. j

If more than one item is found, you want to alter the drop-down menu to show all State/County/City
combinations, to let the user choose which one, and preselect “Not selected yet”:

Zip+4 Code IZD?SE - I Lookup statefcounties/cities for Zip |

Choose State/County/City E Mot selected yet j J

" Mot selected wet
Mardand f ANNE ARUNDEL f OWINGS —

Street 1 Mandand f CALVERT { OWINGS
{ Mardand f CALYVERT /™ City not on this list™*

If there’s exactly one State/County/City for the Zip code, you would still want to populate the drop-down,
but in this case, you would want to preselect the only one found:

Zip+4 Code |2IZI?35 —I Lookup state/counties/cities for Zip |

Choose State/County/City Farydand / PRINCE GEORGES / CLINTON j

“ Mot selected yet
Maryland / PRINCE GEORGES / CLINTOM
Street 1 Maryland f PRINCE GEORGES /*** City not an this list ==

If nothing was found for the Zip code, you would want to pop up a JavaScript alert:

Zip+4 Code I2EI?3EI —I Lookup state/counties/cities for Zip |

[JavaScript Application] x|

" button, abowe. j

i‘: Zip Code 20730 not found inthe SBA Zip Code database, somy.
i
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4.3.7.2 At End of Request - OnRequestEnd.cfm

To capture end-of-request logs, create a file called OnRequestEnd.cfm in the same directory level as
Application.cfm. In it, the only executable statement you need is as follows:

<cfinclude template="/library/cfincludes/OnRequestEnd.cfm'>

In addition to doing an end-of-request log, it will also turn off ShowDebugOutput unless you specifically
allow it with <cfset Variables.Debug = “Yes”>. This causes your page to display as it would in test or
production if everything went well (so you get to end-of-request). But if you crash, this code isn’t done,
so you still get to see debug output. It’s like having ColdFusion debugging on “only when you need it”. If
you don’t want this feature, set Variables.Debug to “Yes” just before the include tag.

Because OnRequestEnd.cfm is executed on normal completion of every page, you have effectively added
end-of-request logging to all of your application’s pages, all at once. OnRequestEnd.cfm file affects a
page only if the associated Application.cfm in the same directory was used at start-of-request time. So if

you have more than one Application.cfm file, you will need to create one OnRequestEnd.cfm for each of
them.

4.3.7.3 log_SleQuery.cfm

log_SleQuery.cfm can be done with a global search and replace command. Just after every </cfquery>,
add the following:

<cfinclude template="/library/cfincludes/log SleQuery.cfm'>

4.3.7.4 log_SleCatch.cfm

log_SleCatch.cfm can also be done using a global search and replace command. Just before every
<cfcatch>, or before every </cfcatch> (but not both because you only want to do it once), add the
following:

<cfinclude template="/library/cfincludes/log_SleCatch.cfm'>
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4.4.3 dsp_LookupNAICSDescTxt.ajax.cfm

This routine was created in response to a specific need to return the NAICSDescTxt (description)
associated with a given NAICSCd. It also uses AJAX. Unlike dsp_LookupZipToDropdown.ajax.cfm,
however, it is always called synchronously. The reason is, the function itself actually returns the
description.

Preparing to use it:

<script src="/library/javascripts/ajax/GetXMLHttpRequest. js'"'></script>
<script src="/library/javascripts/ajax/LookupNAICSDescTxt.ajax.js''></script>

Using it:

<input type="Text" name="NAICSCd" onChange=""
if ((JEditMask("NAICS Code", this.value, "9%, 1, 6, 6))

{
this.focus();
return false;

}
this.form.DescTxt.value = LookupNAICSDescTxt(this.value);
return true;
>

The LookupNAICSDescTxt JavaScript optionally takes a second argument, the NAICS year. If given and
it’s a 4 digit number, it will participate in the search for the description. Otherwise, the first description
found will be used. If a NAICS code exists in multiple years, its descriptions will probably be the same,
but not necessarily. To be absolutely sure you get a particular NAICS year’s description, use the year
argument:

<input type="Text" name="NAICSCd" onChange=""
if (VEditMask("NAICS Code", this.value, "9%, 1, 6, 6))

{
this.focus();
return false;

}
this._form._DescTxt.value = LookupNAICSDescTxt(this.value, 2002);
return true;
o
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4.4.4 get_ArrayUserRoles.cfm

Occasionally, a user who’s logged into GLS on an SBA server has to be transferred to another server
that’s outside the SBA domain. An example is the 8(a)/SDB application. In this case, there isn’t any hole
in the firewall which would allow the external application to call Jaguar and authenticate the user.

Another situation is where the user authenticated using the Federal E-Authentication Initiative and the
SBA has been mandated (by OMB and GSA) to trust that authentication.

In situations such as these, it may be necessary to do a callback to the server on which the user is logged
in and retrieve “ArrayUserRoles” (the array of systems, roles and privileges to which the user is entitled
to access). It complicates matters that our externally visible servers that require logging in are load-
leveled using BIG-IP. So you don’t necessarily know which server to do the callback to. This is why it
was necessary to create get_ ArrayUserRoles.cfm. It handles the problems caused by our having multiple
servers with the same name.

To avoid conflicts with CFID and CFTOKEN on the remote server you’re on, GLS may pass you these
values as A and B on the URL, for example. These must be translated back into CFID and CFTOKEN on
the call to get_ArrayUserRoles. Example code:

<cfinclude template="/library/udf/bld_ListToArrayUDFs.cfm'>

;c-:%if TestProdIind 1S "T'">

<cfset PrevServer = "enile">
<cfelse>

<cfset PrevServer = "eweb"'>
</cfif>

<cfset PrevServer "https://#PrevServer#_sba.gov/library”

& ""/callbacks/get_ArrayUserRoles.cfm"
& ""?CFID=#URL . A#&CFTOKEN=#URL . B#"">
<cfthttp method="GET"™ url="#PrevServer#" ... >
<cfset ListUserRoles = Trim(cthttp.fileContent)>

<cfif Left(ListUserRoles, 10) IS NOT "Call error'>
<cfset ArrayUserRoles = ListToArray2D
(ListUserRoles, Chr(10), Chr(9), "null')>
</cfFif>

The initial cfinclude is to define the ListToArray2D function, which makes it easy to convert the output of
the callback into an array. If the call did not succeed, the data returned will begin with “Call error”, as
shown in the final cfif. The other things you would usually do (cftry/cfcatch, performance logging, etc)
are not shown, so as to keep the example brief.
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4.5.4 dsp_sbalookandfeel variables.cfm
4.5.5 get_actual_server_name.cfm

The logical names of our servers are shared by multiple actual servers through a process called load
leveling. Specifically, here are our current development, test and production Web server environments:

Development (danube.sba.gov):
e danube.sha.gov

Test (enile.sba.gov):
e rouge.sha.gov
¢ yukon.sha.gov

Production (eweb.sba.gov):
e riogrande.sba.gov
e wocs4l.sha.gov

If you request a page on enile.sha.gov, the request might be handled by rouge.sba.gov or yukon.sha.gov.
A load leveling hardware box, called BIG-1P, makes the decision as to which actual server to use.

Sometimes, however, you may need to know which actual server is servicing the request. To do this, do
the following:

<cfinclude template="/library/cfincludes/get_actual server_name.cfm">

After doing this, you will have 2 new SBA look-and-feel (“Slaf”) variables defined:
e Request.SlafServerName for example, yukon
e Request.SlafLocalHost for example, yukon.sha.gov

The former is more useful in testing, because the names are shorter and don’t include “.sba.gov”. The
second one is more useful in URLS, because you don’t have to tack on “.sha.gov”.

If you are interested in identifying the environment (development, test or production), you may take
advantage of another variable:

e Request.SlafDevTestProd "Dev" for development, "Test" for test, "Prod" for production or
nullstring for unknown server.

4.5.6 get _sbalookandfeel variables.cfm
4.5.7 inc_starttickcount.cfm

4.5.8 inc_totaltickcount.cfm

4.5.9 OnRequestEnd.cfm

This include is related to logging. See 4.3.7.2.

In addition to doing end-of-request logging on normal completion of a page, it also turns off ColdFusion
debug output unless specifically requested with Variables.Debug or URL.Debug being set to “Yes”. The
reason for this is, debug output is almost never needed on normal completion of a page. Failure to turn off
debug output in development and test results in pages that cannot be adequately evaluated as to their
appearance before releasing them to test. Debug output will still occur if an error happens or if requested.
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4.5.10put_sbalookandfeel _messages.cfm
4.5.11put_sbalookandfeel variables.cfm
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4.6 Standard JavaScripts

We have a standard set of JavaScripts that are used for data validation and other uses on the browser. All
were written to be cross-browser compatible, so that they can be used by the general public, who may
have Netscape, Macs, etc.

4.6.1 Use onChange, Not onBlur

If you use onBlur to trigger client-side data validation, it’s possible to get entangled in an infinite loop in
which the user can’t correct the form element because the JavaScript alert triggers another onBlur. The
only way out of the infinite loop is to Control-Alt-Delete (PC) or Command-Opt-Escape (Mac) and Kill
the browser. In other words, onBlur can be so strict as to make it unusable with alerts. You need to loosen
things up a bit so that the user can continue to work, entering data into other form elements.

Unfortunately, using onChange allows the user to tab out of the element after the error occurs. Because no
change occurred, the onChange is not triggered at that time. This leaves the element containing the bad
data that resulted in the error. It’s possible that the user will never go back to the form element that’s in
error and correct it, which will result in a wasted hit on the server. That’s where the next section (4.6.2)
can help.

4.6.2 Code for Reuse in the Form’s onSubmit

EditMask is the central routine for most of the other data validation routines. It returns true if the form
element’s value conforms to the edit mask, or it returns false if the value is in error (does not conform to
the edit mask). So the traditional way to call EditMask used to be using exclamation mark (“!””), which
means “not” in JavaScript, to detect an error and return the user to the same form element with the focus()
method. Example (old way, do not use):

<input type="Text" name="SSN'" ... onChange="

if ((VEditMask("Social Security”,this.value, "999-99-9999",1,11,11))
this.focus();

">

Translation: This form element is mandatory (the 1 before the two 11°s). It must be a minimum of 11
characters long (the first 11) and a maximum of 11 characters long (the second 11). It must adhere to the
edit mask pattern of “999-99-9999”. If any of these characteristics is not true, pop up an error message in
which the form element is referred to as “Social Security”, and EditMask returns false. Because of the
exclamation mark before EditMask, the if condition means “if EditMask fails”, so this.focus() will be
done, returning the browser to the field for the user to correct the mistake.

As mentioned above, the user can simply tab out of the form element at that point and leave bad data in
the form element. Therefore, the preferred way to code is for reuse in the form’s onSubmit trigger, so as
to prevent the wasted hit on the server.
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5.3.10Cross-Browser HTML and JavaScript for Internet Sites

See section 3.5.1, above, for current browser support standards. The following are specific explanations
and examples to help you bring your code into compliance with that section.

If your code will be seen only by SBA employees and contractors behind the SBA firewall, it’s said to be
an “Intranet” application. Intranet applications must be compliant with the SBA’s official browser, which
is currently Microsoft Internet Explorer (“MSIE™), version 6.

If your code will also be seen by the public outside the SBA firewall, it’s said to be an “Internet”
application. Internet applications must be compatible with the 3 most recent major versions of MSIE and
Netscape, for both PC and Macintosh. Another browser that we often support, though it’s not mandatory
to do so, is Safari for the Macintosh, simply because of its market share in the Mac community.
Developers of Intranet-only applications should also learn the Internet rules, in case your application is
ever opened up to the public, and so that you will someday be trusted to work on public SBA sites.

This section is pertinent to our ColdFusion developers. isn’t a “Right Way To Do It” about ColdFusion,
per se. It’s HTML and JavaScript associated with application development. So the audience is right, even
though it’s a little off-topic for a ColdFusion document.

HTML To Be Avoided in Public Applications

<marquee>
Reason: MSIE only
Instead: Use a Java applet or Flash animation.
Examples: Specific-purpose Flash animation “shapartner.swf” at http://www.sba.gov/

General-purpose “mflip.class” Java applet at http://www.sba.gov/tmonline/
<textarea wrap="virtual/physical”>

Reason MSIE only

Instead: Use wrap="soft/hard”.
<layer>

Reason: Netscape only

Instead: Use <div> with CSS-P (cascading style sheet positioning).
<formelement ... disabled ...>
<formelement ... readonly ...>

Reason: MSIE (and some versions of Netscape) only

Explanation:  Some Netscape versions support this, but not all, so it’s not guaranteed to work.
It’s okay to use disabled and readonly in HTML and the true/false properties
disabled and readonly in JavaScript, but it’s not okay to rely on those techniques
to work. See the JavaScript formelement.disabled item below for a JavaScript
addition that supports Netscape as well.
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9 Guidelines for Editing this Document

9.1 Headers and Footers

After the title page, the Table of Contents section begins top of page header. Every section after the Table
of Contents has “Same as previous” as its header. Therefore, if you change the Table of Contents header,
it will automatically affect the entire document (except for the title page).

The footers, however, are just the opposite. Each section after the title page has its own footer that names
the section (Table of Contents, 1. Introduction, 2. Naming Conventions, etc). Therefore, if you want to
change version number or modified date, you will have to edit every section’s footer. Fortunately, global
search and replace works on the headers and footers. Furthermore, the version numbers on the title page
and all footers are consistent (“Version”, colon, space, version number), as are the last modified dates
(“Modified”, colon, space, date). This consistency was intentional, to aid in global search and replace.

9.2 Use of Microsoft Word “Styles” Feature

Insert > Reference > Cross-reference, Automatic numbering and Table of Contents generation will all be
automatically accurate if you adhere to the Styles defined for section/subsection numbering:

X is “Heading 1”

X.X is “Heading 2” (or, optionally “Heading 2 Page Break Before”)

X.X.X is “Heading 3” (or, optionally “Heading 3 Page Break Before™)

To set a paragraph to a particular style, it’s generally easiest just to use the Styles drop-down menu (to the
left of the Font drop-down menu) at the time you begin the paragraph.

Other useful styles are already defined:
<This style is called "CodeExample"™ (Courier New and indented)>
<And this one is "CodeExamplel'™, because it has one more indent>
<And there’s also "CodeExample2™, with 2 more indents>
<This is ""CodeExample3’">
<This is "CodeExample4'>

<But "'CodeExample5™ is as deep as it goes>
<You wouldn’t want to go deeper than "‘CodeExample5",
because the line would have tendency to wrap>

Every major tabular display has its own style associated with it, so that you can reformat just that tabular
display without affecting others. For example:

e SharedCodeLocation
StepsL.ist
ToBeAvoidedH1 (not related to “Heading 1”, special emphasis Style used in 5.3.10)
ToBeAvoidedH2 (not related to “Heading 2”, special emphasis Style used in 5.3.10)
ToBeAvoidedH3 (not related to “Heading 3”, special emphasis Style used in 5.3.10)
UtilityFilePrefixList

Rather than modifying these tables one paragraph at a time, it’s much easier in every way to modify the
Style and globally affect all paragraphs with that Style.
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9.3 Page Breaks

The following Styles were defined using Format > Paragraph > Line and Page Breaks > “Page break
before”. Other than that, they have the same properties as the Styles on which they were based:

“Heading 2 Page Break Before”
“Heading 3 Page Break Before”
“Normal Page Break Before”

In general, you should use these styles in preference to Insert > Break > Page break.

9.4 Default Font and Size

The default font and size (defined in the “Normal” Style) is called “Times 7/11” by law firms. That is, the
font is Times New Roman, and the font size is 11-point for normal characters and 7-point for superscripts,
subscripts, etc. This is the closest approximation to book type, which most people can read fairly easily.
10-point is too small for some older folks’ vision, and 12-point generally seems too large. In addition, the
use of a serif font increases character recognition, again to help older folks’ vision, which is a Section 508
issue.
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