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1. GENERAL INFORMATION

The Small Business Administration “Enterprise Quality Assurance Plan (E-QAP)” documents the software quality assurance (QA) approach used on all Small Business Administration (SBA) projects.

1.1 Purpose

The E-QAP was developed as part of the overall SBA software process improvement efforts.  This E-QAP does the following:

· Lists the responsibilities, authority, and activities of the Enterprise QA function.

· Defines the interaction of the Quality Assurance function with projects.

· Lists the documentation that the QA function produces using standard templates for providing feedback to project-related groups and senior management.

1.2 Scope

The E-QAP defines the SBA QA organization, tasks, responsibilities, and provides references and guidelines for performing quality assurance activities on development and maintenance software projects.  The E-QAP focuses on the high-level activities with specific detail to be provided at the project level.  The emphasis is on how the quality process and artifacts from the Enterprise level affect the respective quality processes and artifacts at the project level.

The E-QAP and its updates are reviewed and approved by senior management, who is responsible for its contents.  The E-QAP is managed and controlled by the QA Manager.  Users of the E-QAP are encouraged to report deficiencies and/or submit corrections using the Document Change Request Form shown in Appendix 1.

1.3 Overview of Systems Covered by this E-QAP

This E-QAP covers all systems developed or maintained by the SBA.  A listing of these systems is documented in the SBA Enterprise Architecture (EA) Blueprint, henceforth referred to as the EA Blueprint.

1.4 References

The following is a list of references pertinent to this E-QAP:

· SBA Enterprise Architecture (EA) Blueprint, V 2, June 2003.

· Quality Assurance Plan Template in the SDM, June 2000.

· System Development Methodology, V 1.0, November 14, 2001.
· SBA Enterprise Software Configuration Management Plan, April 16, 2004

· Paulk, Mark C., et al. Capability Maturity Model® for Software (SW-CMM®), Version 1.1, CMU/SEI-93-TR-024, Software Engineering Institute, Carnegie Mellon University, 1993.

1.5 Terms and Abbreviations

Exhibit 1 shows the terms and abbreviations used in this document and the meaning of each.

	Abbreviation
	Definition

	ADT
	Application Development team

	CM
	Configuration Management

	CMF
	Configuration Management Function

	E-QAP
	Enterprise Quality Assurance Plan

	OISS
	Office of Information Systems Support

	OPS
	Operations

	P-QAP
	Project Quality Assurance Plan

	PCA
	Physical Configuration Audit

	PES
	Productivity Enhancement Staff

	PM
	Program Manager

	QA
	Quality Assurance

	QAM
	Quality Assurance Manager

	QC
	Quality Control (testing and peer reviews)

	SBA
	Small Business Administration

	SCM
	Software Configuration Management

	SDLC
	System Development Life Cycle 

	SDM
	Systems Development Methodology

	VV&T
	Verification, Validation, and Test 


  Exhibit 1  Terms and Abbreviations

1.6   Relationship to Other SBA Documentation

This section describes the relationship of the E-QAP to other SBA plans and process documentation and provides a summary of the major sections.

1.6.1 Quality Assurance and Software Acquisition

Currently, the E-QAP is compliant with Level 2 of the SW-CMM®.  The SA-CMM® does not define a role for quality assurance, and hence no attempt was made to include specific activities related to acquisition.

1.6.2 Basis for the E-QAP

The E-QAP is based on the SDM Quality Assurance Plan Template
 to provide easy alignment with the individual Project QA plans (P-QAP).  The E-QAP is organized as shown next: 

	Section No.
	Contents

	Section 1 
	Introduction contains the E-QAP purpose and scope and documents referenced in the E-QAP.  Terms and abbreviations are defined along with the relationship of the E-QAP to other SBA documentation and the SBA organization.

	Section 2 
	Resources and Organization defines the SBA hierarchy within which QA interacts and documents the required QA resources.

	Section 3
	Schedule of Tasks and Responsibilities describes the high-level QA functions including those at the project level.

	Section 4 
	Documentation describes the documentation QA generates, with reference to the standard templates, and the role of QA with respect to project documentation.

	Section 5
	Reviews and Audits describe the QA responsibilities relative to project reviews and audits.

	Section 6
	Testing describes QA responsibilities during testing.

	Section 7
	Problem Reporting and Corrective Action describes the QA functions relative to problem reporting and corrective action procedures.

	Section 8
	Metrics describes the measurements to be collected by contractors and Quality Assurance as reviewed by SBA.

	Section 9
	Tools describe the tools, both manual, such as checklists, and automated available for use by QA.

	Section 10
	Project Controls defines the role of QA relative to controlling versions of system products and vendors.

	Section 11
	Training defines the training relative to quality assurance required for both members of the QA Group and the project staff.

	Appendix 1
	SBA QA Document Change Request Form illustrates the form used to submit recommended changes to this E-QAP.

	Appendix 2
	SBA QA Audit Report Template illustrates the form used to document QA audit findings.

	Appendix 3
	SBA QA Monthly Status Report Template illustrates the form used to report project status to the QA Manager.

	Appendix 4
	Checklist – Process - Configuration Management Activities is the checklist used by QA to ensure CM compliance with the SDM.

	Appendix 5
	Checklist – Process - System Testing is the checklist used by QA to ensure testing compliance with the SDM.

	Appendix 6
	Checklist – Process - Software Release is the checklist used by QA to ensure release of software compliant with the SDM.

	Appendix 7
	Checklist – Process – Reviews and Meetings is the checklist used by QA to ensure meeting activities are compliant with the SDM.


Exhibit 2  Document Organization

2. RESOURCES AND ORGANIZATION

This section discusses the QA organization, its responsibilities, and its authority.General QA activities by life cycle phase are discussed as well as resource requirements.

2.1 Responsibilities and Authority

Under the SBA, the Enterprise, QA function is independent of all SBA projects and programs.  A QA Manager heads this function.  The QA Manager is responsible for ensuring process compliance of projects, and that the quality activities embedded in the software development methodology are executed.

The QA function is not identical for all SBA projects.  “The QA function needs to be part of every project, although the formality and size of the function will vary from project to project.”
  The PM prepares a P-QAP that is approved by the QA Manager.  The P-QAP must be consistent with this E-QAP.  It is noted that a Project Manager may be responsible for multiple small projects, and a single P-QAP may support all the PM’s projects.  In other cases, on large projects, the P-QAP supports a single project.  Exhibit 3 captures the workflow for developing a P-QAP.
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  Exhibit 3  Developing a Quality Assurance Plan Workflow

The PM assures that the P-QAP is executed.  As stated in the SDM: 

“The QA group continuously reviews project activities, audits software work products throughout the life cycle, and provides management information to judge whether the software project is adhering to its established guidelines.  The QA group reviews and audits software products (software and documentation) and process activities to verify that these products comply with the SDM and the applicable procedures and standards.  The QA group provides the software project and other appropriate managers with the results of these reviews and audits.  A sound QA program ensures that the project is following approved SBA standards and procedures and that quality is checked throughout the product life cycle.” 
 
The QA Manager has the authority to take appropriate oversight action and is tasked to receive information about, and to act on, software noncompliance items.

Exhibit 4 illustrates the SBA Quality Management Approach.  Quality Planning identifies which quality standards are relevant to a project and determines how to satisfy them based on policies, the SDM, and project requirements.  This results in a Quality Assurance Plan.  Quality Control (QC) monitors specific project results to determine if they comply with the SBA processes and project requirements and identifies ways to eliminate unsatisfactory performance.  The Quality Assurance Plans and checklists support QC.   Quality Assurance evaluates the overall project performance on a regular basis to provide confidence that the project is satisfying its goals.  QA status and audit reports document this performance.

The Project Manager is responsible for ensuring that the quality program of the SBA is established, implemented, and maintained in accordance with the published standards, plans, and procedures for each project.  Each project manager is responsible for multiple projects within the organization and is ultimately responsible for the quality of the product produced.  Exhibit 5 defines the functional groups that influence and control quality and the high-level responsibilities relative to quality assurance. 
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  Exhibit 4   SBA Quality Management Approach
	FUNCTION
	RESPONSIBILITIES

	QA Manager
	· Establishing a quality assurance policy.

· Setting policy and overall direction.

· Providing senior management oversight for software process improvement, including QA.

· Serving as the ultimate authority and decision maker for all QA activities.

· Functioning as a top-level of escalation for noncompliance issues.

	Project Sponsor
	· Functioning as a top-level of escalation for noncompliance issues.

· Participating in customer satisfaction surveys.

	SBA QA Manager
	· Documenting and maintaining the Enterprise quality program as documented in the E-QAP.
· Assisting the PMs on quality-related issues.

· Approving project waivers for exceptions to the SDM practices.
· Taking appropriate action relative to software noncompliance issues.
· Coordinating with the Inspector General (IG) staff relative to internal IG audits
  
· Interfacing with the project sponsor and users on quality issues, as required.

· Providing imput for project plans relative to quality assurance activities.

· Participating in reviews and audits of software activities and products (software and documentation) to ensure adherence to established standards, process, and procedures.

· Documenting and reporting QA review and audit findings using standard QA templates and reporting procedures.

· Providing SBA management visibility into the software development and maintenance process.

· Providing orientation and coaching to project staff on QA objectives, procedures, and techniques.

· Producing and aggregating enterprise level quality metrics. 

	Project Managers
	· Is ultimately responsible for ensuring all products meet or exceed the contractual requirements by planning for and overseeing product technical review and validation.

· Documenting and maintaining the project plans, including the schedule of activities and list of organizations that require coordination between the project and its specific support function (e.g., installation coordination, security, etc.).

· Providing visibility to the project management plans and project work products for the QA Manager.

· Supporting enforcement of quality practices on the project based on the P-QAP.

· Coordinating with the QA Manager in setting up and reviewing the QA activities for the project.

· Supporting the retention of project process and product metrics. 

· Serving as first-level of escalation for noncompliance issues raised by the QA Manager to resolve and follow-up on quality issues raised.

	Software Configuration Management (SCM)

 
	· Understanding the function of QA with respect to configuration management.

· Working with the QA Manager is selecting and enforcing CM standards and practices.

· Preparing and maintaining the Configuration Management Plan.

· Assisting QA in identifying trends that may disclose generic problems in standards and processes.
· Maintaining version control for all project records and work products (software, documentation, and media) including those of QA.

· Participating in technical and peer reviews of documentation and deliverables.

· Assisting in preparing deliverables.

· Conducting Functional and Physical Configuration Audits.

· Assist in identifying risks.
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3. SCHEDULE OF TASKS AND RESPONSIBILITIES

Quality Assurance schedules are composed of on-going, periodic tasks and project-specific tasks as described in the following sections.  The QA schedules are closely coordinated with the project schedules.  Each PM works with the QA Manager to define the portion of the life cycle to be covered.  The PM identifies quality tasks to be performed.  In general, the QA Manager verifies that the project plans, standards, and procedures are in place.  The QA Manager reviews the software development and maintenance activities to verify compliance and prepares evaluations of the activities against the established software development/maintenance standards and procedures.  As part of this effort, the QA Manager identifies, documents, and tracks to closure all deviations and verifies corrections.  On a regular basis, the QA Manager prepares reports of its activities and findings for senior management.  For completeness, all phases of the life cycle are present in this E-QAP, with the understanding that not all SBA projects execute all phases.

3.1 High-Level Schedule of QA Tasks

The on-going high-level tasks for QA are shown in                                       Exhibit 6.

	Function
	Activity
	Milestone
	Timeframe

	QA Manager
	Update of E-QAP
	Reviewed and approved E-QAP
	As directed by SBA

	QA Manager
	Review the P-QAP
	Reviewed and approved P-QAP
	Within 3 weeks of project start (or identified need for P-QAP (update).

	QA Manager
	Monthly Process Compliance Report for each Project
	Completed Monthly Process Compliance Report submitted to each Project Manager
	Due the 10th business day after the 1st of the month.

	QA Manager
	Monthly QA Status Report  
	Completed Monthly QA Status Report
	By the 10th of the following month.

	QA Manager
	Input and review of Project Plans
	Review and Approval of plans
	Per planning and tracking schedule


                                        Exhibit 6  On-Going Tasks

In addition, ad hoc process compliance checks can be made to verify that processes are being followed. Exhibit 7 shows a timeline for review points and QA involvement by life cycle phase.
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  Exhibit 7  Timeline of Quality Activities 

3.2 Project-Specific Quality Activities

Quality is a responsibility of each member of a project as summarized in Exhibit 8, which also indicates the organizational entities responsible for performing the task (including the Application Development Team, Project Manager, Configuration Management Function, and Quality Assurance Manager).  The results of QA activities will be documented using the QA Process Audit Template, shown in Appendix 2.

	Task
	Activities
	A

DT
	PM
	CM

F
	QAM

	Documentation
	Develop technical deliverables
	(
	
	
	

	
	Develop Project Management Plan 
	
	(
	
	

	
	Assist in identifying appropriate processes and assist in tailoring to meeting project needs
	
	
	
	(

	
	Develop/Maintain CM Plan
	
	
	(
	

	
	Develop/Maintain QA Plan 
	
	(
	
	

	
	Develop/Maintain Test Plan
	(
	
	
	

	
	Review project plans and deliverables
	(
	(
	(
	(

	
	Review process compliance to the SDM, as tailored
	
	
	
	(

	
	Maintain control of documentation deliverables
	
	
	(
	

	
	Approve deliverables
	
	(
	
	(

	
	Prepare QA reports
	
	
	
	(

	Standards, Practices, Conventions
	Select standards and practices 
	(
	(
	(
	(

	
	Apply standards and practices
	(
	(
	(
	(

	
	Enforce standards and practices
	
	
	(
	(

	Reviews and Audits
	Participate in peer reviews
	(
	
	
	(

	
	Participate in technical reviews
	(
	(
	(
	(

	
	Coordinate peer reviews
	
	(
	
	

	
	Ensure that technical and peer reviews are performed
	
	(
	
	

	
	Conduct QA reviews
	
	
	
	(

	
	Conduct Functional Configuration Audit
	(
	
	(
	

	
	Conduct Physical Configuration Audit
	 
	
	(
	

	
	Conduct process compliance audits
	
	
	
	(

	
	Conduct Project Management reviews 
	
	(
	
	

	
	Conduct Quality Assurance reviews
	
	
	
	(

	
	Ensure SDLC documents conform to standards
	
	
	
	(

	
	Review/audit life cycle phase activities
	
	
	
	(

	
	Participate/review compliance of reviews/audits
	
	
	
	(

	Test
	Write and execute Test Plans
	(
	
	
	 

	
	Ensure problem reporting compliance
	
	
	
	(

	
	Ensure test plan compliance
	
	
	
	(

	Problem Reporting   Actions
	Document software problem reporting procedures
	
	
	(
	 

	
	Assess adequacy and compliance   
	
	
	
	(

	
	Document QA problem reporting, corrective action, non conformance, and escalation procedures 
	
	
	
	(

	Tools, Techniques, Methodologies
	Develop and apply QA tools, techniques, and methodologies
	
	
	
	(

	Code Control
	Perform code (version) control of software and documentation  
	
	
	(
	 

	
	Verify compliance of code control
	
	
	
	(

	Media Control
	Perform media control 
	
	
	(
	 

	
	Verify compliance of medial control
	
	
	
	(

	Supplier Control
	Document how vendor is managed
	
	(
	
	

	
	Assess adequacy and compliance of supplier with applicable standards and requirements and SW Acquisition Methodology
	
	
	
	(

	Collection, Maintenance, and Retention
	Maintain project records
	
	
	(
	 

	
	Verify compliance
	
	
	
	(

	Training
	Determine QA training needs  
	
	(
	
	(

	
	Undergo QA orientation or training as needed
	(
	(
	(
	(

	Risk Management
	Documents Risks
	(
	(
	(
	(

	
	Assess compliance
	
	
	
	(


  Exhibit 8  Quality-Related Tasks and Responsibilities

Based on the tasks described in the Project Plan, the QA Manager generates a schedule of the QA activities for the duration of the project.

4. DOCUMENTATION

The quality assurance documentation that supports SBA projects is described in this section, as well as the templates and checklists available for QA use.  The Software Quality Assurance Policy (ST-QA-PO-PAL-001) in the SDM directs the work that must be done by QA. 

4.1 System Development Life Cycle (SDLC) Documentation

The SDM provides a set of SDLC document templates to be used in the life cycle phases:

· Initiate

· Define

· Design

· Build

· Evaluate

Each project defines a specific set of documentation to be generated and documents this list in the project plan.  The P-QAP requires that technical and format reviews occur and that defects are recorded and addressed.

The templates, available in the SDM on the SDM Document Templates link, provide the standard format for the documentation to be generated.  A checklist is associated with each document type, such as a Functional Requirements Checklist corresponding to a Functional Requirements Document.  The checklist is used by a PM to ensure that the prepared document complies with the documentation standard.  

The QA Manager reports the findings of reviews using a standard format, the QA Process Audit Template, shown in Appendix 2 and described in Section 5.2 .

4.2 QA Documentation - Templates and Work Products

SBA provides a set of organization standards, templates, checklists, processes, procedures, and guidelines used to ensure the quality of SBA projects.  Use of these work products provides a consistent technique for ensuring quality.

Checklists are used to review products and activities.

· Technical checklists are used by the PES to ensure quality and repeatability during technical and peers review.

· Document standard checklists are used by the PM and QA Manager to ensure compliance with the SDM templates for SDLC documentation as described in Section 4.1.

· Process checklists are used by the QA Manager to ensure completion of activities required by the SBA SDM.

Templates specific to QA include templates for reporting purposes.  Use of these work products support standard repeatable formats and the generation of quality products.  Continuous improvement is expected and encouraged.  In each project, the PM defines the specific work products to be used against the deliverable work products in its P-QAP.  The QA Manager is encouraged to tailor and improve the checklists.

Exhibit 9 lists the templates for QA reporting.   Exhibit 10 lists product process checklists used by the PM to ensure compliance with the SDM methodology.  Checklists provide very specific guidance into the level of detail of the reviews and facilitate consistent review across projects and reviewers.  The QA Process will improve through usage of checklists.

	Title

	Software Quality Assurance Plan Template available in the SDM

	QA Audit Report Template shown in Appendix 2

	QA Monthly Status Report Template shown in Appendix 3

	QA Log described in Section 4.4.
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	Name

	Checklist – Process – Configuration Management Activities in Appendix 5

	Checklist – Process– System Testing in Appendix 6                                                     

	Checklist – Software Release in Appendix 7                                                     

	Checklist– Process - Reviews and Meetings  in Appendix 8                                                                                                         

	Document Review Checklists – SDM, Appendix E


   Exhibit 10  Quality Checklists    

Risk Management

Each project documents a set of risks as part of its planning and tracking activities.  Each PM contributes to risk identification and participates in the review and evaluation of risks.  In addition, the PM is responsible for ensuring that the Risk Analysis document, as tailored for the project, complies with the documented standard.

4.3 QA Record Collection, Maintenance, and Retention

Each PM documents its activities to provide a history of quality throughout the project in a QA log.  A sample log spreadsheet contains the following fields:

· Unique Identifier

· Date

· Project

· Activity/Description

· Time Spent (hours)

· Work Product Produced

· Results

· Status

· Number of Deviations-Audits

· Response Due Date, Person Responsible

Summary data includes the following:

· Total Actual Time  (hrs)

· Total – Number of Review Defects 

· Total – Number of Audit Deviations 

All reports generated will be maintained in a project repository for the life of the project and archived for a date specified in each P-QAP.  QA reports delivered to the QA Manager are baselined by CM.

5. REVIEWS AND AUDITS

This section discusses the role of the SBA QA Program in the technical and managerial reviews and audits conducted with SBA.  The reviews ensure the quality, consistency, comprehension, and completeness of the project documentation and activities.  

Exhibit 11 defines the types of SBA QA reviews.  The project manager identifies the required documents and software to be produced and works with the QA Manager to identify the appropriate level of reviews needed for the project and the process and product indicators that are used to measure quality, as discussed in Section 8. 

Exhibit 12 identifies the role of QA on these reviews and audits using the following legend:

C – Conducts/leads the review

P – Participates

O – Observes and reports compliance to the documented process and procedures

E – Ensures reviews take place and that the product meets all applicable SBA standards and guidelines by either looking at results or observation.

Exhibit 13 illustrates a sample checklist that can be tailored for use on projects.   The list identifies the SDLC documents to be reviewed, the method of review, and the associated dates.

	Type of Reviews
	Definition

	Technical

 
	Technical reviews are conducted with the user or client after each baseline (Initiate, Functional, Design, Development, System Acceptance Testing, Product, and Operate) has been established, based on contractual requirements.  The purpose of the review is to examine the documentation and configuration products for completeness, accuracy, and traceability, and to provide authorization to go on to the next phase of the life cycle.

	Work Product

Also called

Peer Reviews
	Formal review of a work product – such as an SDLC document – to identify defects and ensure a final quality product.
  Peer reviews stress technical content from peers of the author/producer.

	Project Reviews

 
	Reviews conducted at each phase of system development ensure that the system ultimately established is programmatically and technically sound.  These reviews ensure that key issues are identified and addressed appropriately as early as possible in the system's development to avoid major, expensive rework in later activities.  Reviews provide feedback to the project team and also assist management in supporting required system approvals.  Specific organizations and individuals who are to participate in project reviews and related activities are designated early in the life cycle and are selected in light of the nature of the information management need and the recommended solution.


	Management review
	Management reviews formally approve each system project after ensuring that the system effectively addresses the targeted information management needs.  Participants perform the reviews by examining tangible products from a programmatic, technical, and project management perspective.  Reviews aid the project team and those who provide the required project approvals.  Approvals are provided by the suitable level of management and confirm the continued commitment to the project scope, direction, and resource requirements in view of known risks and uncertainties.



  Exhibit 11  Types of Reviews and Audits

	Type of Reviews
	Security
	PES
	User
	Sponsor
	PM 
	CM
	Ops
	IG
	TG
	QAM


	Project Management
	P
	P
	P
	
	C
	P
	P
	C
	P
	O

	Technical 
	P
	
	
	P
	
	
	
	
	C
	O

	Work Product
	
	C
	P
	
	
	
	
	
	
	E


  Exhibit 12  Role of QA in Reviews
	Task
	Documentation
	 
	Reviews

	#
	Name
	
	Applicable

 
	Peer
	QA
	Dates

	V.1.
	Project Management
	Quality Assurance Plan
	 
	
	
	Review by QA Mgr
	

	
	
	Configuration Management Plan
	 
	
	  
	 

	V.2.
	Project Plan
	Project Plan
	 
	
	 
	 

	V.3.
	Monthly Status Reports
	QA Monthly Status Reports
	 
	
	 
	

	V.4.
	Initiate Phase
	Needs Statement
	 
	
	
	

	
	
	Project Plan
	 
	
	
	

	
	
	CM Plan
	 
	
	
	

	
	
	QA Plan
	 
	
	
	

	
	
	Decision Paper
	 
	
	
	

	
	
	Feasibility Study
	 
	
	
	

	
	
	Cost/Benefit Analysis
	 
	
	
	

	
	
	Risk Analysis
	 
	
	
	

	V.5.
	 Define Phase
	System Support and Acquisition Plan
	 
	
	
	

	
	
	Functional Requirements Document
	 
	
	
	

	
	
	Data Requirements Document
	 
	
	
	

	
	
	System Security and Privacy Plan
	 
	
	
	

	
	
	Inspector General Internal Audit Plan
	 
	
	
	

	
	
	Project Plans (updated)
	 
	
	
	

	V.6.
	Design Phase
	System/Subsystem Specifications
	 
	
	
	

	
	
	Database Specifications
	 
	 
	 
	

	
	
	Program Specifications
	 
	
	
	

	
	
	System Support and Acquisition Plan
	 
	
	
	

	
	
	Training Plan 
	 
	
	
	

	
	
	Project Plans (updated)
	 
	
	
	

	V.7.
	 Build Phase
	Installation and Conversion
	 
	
	
	

	
	
	Test Plans
	 
	
	
	

	
	
	User’s Manual
	 
	
	
	

	
	
	Operations Manual
	 
	
	
	

	
	
	Maintenance Manual
	 
	
	
	

	
	
	Validation, Verification, and Testing Plan (final)
	 
	
	
	

	
	
	Training Plan (final)
	 
	
	
	

	
	
	Project Plans (updated)
	 
	
	
	

	V.8.
	Evaluate Phase
	Test Results and Evaluation Reports
	 
	
	
	 

	
	
	Installation and Conversion Plan (final)
	 
	
	
	

	
	
	Project Plans (updated)
	 
	
	
	

	V.9.
	Operate Phase
	Pilot Test Results
	 
	
	
	 

	
	
	Training Manual
	 
	
	
	

	
	
	Maintenance Phase
	 
	
	
	

	
	
	Project Plans (updated)
	 
	
	
	


  Exhibit 13  Sample Form for Use By QA
5.1 Review Process

On each project, the PM is responsible for observing technical, peer, and management reviews and ensuring that:

· All products that comprise the product being reviewed have been completed

· All products meet SBA standards

· All unresolved issues are documented

· Resolution is reached on each issue

Each project’s management plan defines all products to be developed. Exhibit 14 describes how to prepare, review, and approve SDLC documentation. Exhibit 15 describes the thresholds of documentation updates.
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  Exhibit 14  Review and Approval of SDLC Documents Workflow

Each project customizes this list to identify the subset to be developed and the cycle at which it is to be updated.  The QA process ensures that each document has undergone quality control checks relative to technical contents, is reviewed to ascertain compliance with the standards published in the SDM, and that corrective actions were executed.  The results of these formal reviews are reported using the QA Process Audit Template, shown in Appendix 2.

	SDM Phase
	Work Product
	Update Frequency

	Initiate
	Project Plan
	Every Phase

	
	Configuration Management Plan
	Upon significant event

	
	Feasibility Study
	Upon development methodology changes.

	
	Security Risk Analysis
	Upon significant event Or 3 years

	
	Decision Paper
	Every Phase

	Define
	Functional Requirements 
	Upon introduction of requirement through CM methodology.

	
	Computer Security Plan
	Upon Significant event Or 3 Years

	
	Data Requirements
	Upon introduction of requirement through CM methodology.

	
	Internal Audit Plan
	Upon Significant event Or 3 Years

	
	System Decision Plan (Updated)
	Every phase

	
	Project Plan (Updated)
	Every phase

	Design
	System/Subsystem Specifications
	Upon change in requirements

	
	Database Specifications
	Upon change in requirements

	
	Program Specifications
	Upon change in requirements

	
	System Support Plan (updated)
	Upon major event

	
	Verification, Validation, and Test (VV&T) Plan
	Upon SW upgrade

	
	Internal Audit Plan (updated) 
	Upon Significant event Or 3 Years

	
	Training Plan 
	Upon SW upgrade

	
	System Decision Paper (updated) 
	Every phase

	
	Project Plan (updated) 
	Every phase

	Build
	Installation and Conversion Plan
	Upon SW upgrade

	
	Test Analysis Report
	After testing complete

	
	User’s, Operations and Maintenance Manuals
	Upon SW upgrade

	
	VV&T Plan
	Upon SW upgrade

	
	Training Plan
	Upon SW upgrade

	
	Internal Audit Plan (Updated)
	Every phase

	
	System Decision Paper (Updated)
	Every phase

	
	Project Plan (Updated)
	Every phase

	Evaluate
	Test Results and Evaluation Report 
	After testing

	
	Installation and Conversion Plan (final) 
	Upon completion of new SW version.

	
	Internal Audit Plan (updated) 
	N/A

	
	System Decision Paper (updated) 
	Every phase

	
	Project Plan (updated) 
	Every phase

	
	Training material (updated) 
	Upon Institution of new functionality

	
	Pilot Test Report
	Before large scale implementation

	
	Training Material (updated)
	Upon institution of new functionality

	
	Project Plan (Complete) 
	N/A


  Exhibit 15  Documentation Update Thresholds

5.2 Audits

Audits are independent examinations of a deliverable or a set of deliverables.  Audits are accomplished by comparing the actual characteristics of a deliverable with those required or specified.  

Exhibit 16 shows the audit workflow.  The types of SBA audits are listed in Exhibit 17.  
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  Exhibit 16  Audit Workflow

	Audit Type
	Purpose
	Scheduled

	Functional Configuration Audit (FCA)

	Evaluate test records to determine if system successfully fulfilled its requirements and user needs prior to software delivery.
	Prior to baseline release of the Operation Software

	Physical Configuration Audit (PCA)

	Assess technical documentation and files for completeness, consistency, and accuracy.
	Prior to baseline release of the Operation Software

	Inspector General (IG)

	Verifies involvement of the IG in the system activities, based on a defined template,
	As requested

	QA Manager
	Internal audit of project processes to assess compliance with SBA process documentation.
	Monthly


  Exhibit 17  Audit Types and Involvement of QA

Configuration Management provides the guidelines for conducting an FCA or a PCA.  The QA Manager participates as a member of the audit team and assists in the preparation of findings.  The QA Manager ensures that any follow-up to the reported findings are monitored and tracked to closure.

For each system in development to be audited by the Inspector General (IG), the PM must formally document system activities using the Internal Audit Plan template.  The QA Manager contributes to this report and verifies compliance with the standard template.

The QA Manager is also responsible for performing project Process Audits, on a schedule set by the QA Manager.

5.3 Review Reports

“The QA Manager continuously reviews project activities and audits software work products throughout the life cycle.  The QA Manager also provides management the information with which to judge whether the software project is adhering to its established guidelines.  Compliance issues are first addressed within the software project and resolved there if possible.  For issues not resolvable within the software project, the QA Manager elevates the issues to an appropriate level of management for resolution.”
 
The templates available for QA reporting are shown in Exhibit 18.

	Title

	QA Audit Report Template shown in Appendix 2

	QA Monthly Status Report Template shown in Appendix 3


  Exhibit 18  QA Reporting Templates  

5.4 QA Briefings

The QA Manager is responsible for preparing and presenting QA briefings, PM, and other senior management, as requested.

6. TESTING

This section identifies the roles and responsibilities of the QA function in relation to testing throughout the various stages of the project.  QA does not perform the testing but ensures that the software and test documentation is subject to configuration management and that testing is conducted based on defined procedures.  The testing to occur is defined in each of the project plans and generally falls into the following categories, as defined in the SDM.

· Unit testing

· System testing

· System Integration testing

· Regression testing

· System Acceptance testing.

Within some of the categories, there may be other classes
 of tests, listed below:

· Requirements Validation

· Functional Testing

· Performance/Volume/Stress Testing

· Security Testing

· Ease of Use

· Operational Testing

· Documentation Testing

· Procedure Testing

· Interface Testing.

The QA Manager is involved in the project from the start and the high-level with respect to testing are defined in Exhibit 19.  The results of QA activities will be documented using the QA Process Audit Template.
	Responsibility

	Ensure test environment and test activities have been identified.

	Review VV&T Plan for adherence to the project plans and applicable standards.

	Review Validation, Verification, and Test Plan for adherence to the SBA document standard 

	Confirm there is a written set of user's measurable objectives.
  For example, that performance tests produce meaningful results.

	Confirm that approval and concurrence is received from the Change Control Board and the project sponsor organization to certify the system before its release into production. 

	Ensure transfer of code and documentation is aligned with the project’s SCM Plan.

	Ensure testing is performed based on the documented plans and written test procedures.

	Verify there have been technical reviews validating that these tests emphasize the proper functioning of the system from the user's point of view. 

	Ensure the primary focus of the test is on translation errors.


	Monitor that reviews are held to determine the quality and thoroughness of the system acceptance testing as documented in the Test Results and Evaluation Report.

	Ensure tests are run according to test plans and procedures.

	Ensure that testing activities and material conform to SBA and project standards and guidelines 

	Ensure test reports are complete

	Monitor conduct of system acceptance testing.

	Verify problem-reporting procedures during testing.


  Exhibit 19  Role of QA in Testing
7. PROBLEM REPORTING AND CORRECTIVE ACTION

This section discusses QA responsibilities and activities concerned with the reporting and tracking of problems and how corrective action is taken.  Corrective actions include five steps:

· Problem identification

· Reporting

· Problem analysis

· Addressing and correcting

· Follow-up.

Exhibit 20 shows the problem reporting and corrective action workflow.
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   Exhibit 20  Problem Reporting and Corrective Action Workflow

Two areas are covered:  Software Problem with respect to the change control procedures and problems and issues relative to compliance with standards and procedures.

7.1 Software Problem Reporting and QA

The SDM, the SBA Enterprise Configuration Management Plan, and each project’s SCM Plan describe how software problems and issues with work products are documented.  Requests are logged regarding software problems to initiate corrective maintenance for production systems.
  Defects found in peer reviews and technical reviews are captured in minutes and corrections made based on project procedures.

Each PM ensures these change control procedures are followed and documents the findings as part of the QA reporting activities.  The results of QA activities will be documented using the QA Process Audit Template, shown in Appendix 2. 

The QA Manager assists CM in identifying trends that may disclose generic problem areas in the work product produced.  This analysis includes the study of the cause, magnitude of impact, frequency of occurrence, and preventive actions.  Improvements to the SBA processes, procedures, and checklists often result from this activity.

7.2 QA Problem Reporting and Escalation

The QA Manager continuously review project activities and audit software work products and document their findings using standard checklists and reporting templates, as listed in Section 4.2. For example, in adapting the SDM for a project, the QA Manager ensures the following
 
· The Project Plan contains details of the SDM tailoring approach.

· All issues regarding project approach, execution, and continuation are identified and resolved.

· Reviews and approvals of the tailored system development approach are conducted to ensure appropriate program management participation and oversight.

7.2.1 QA Process Audit Report

Once the QA Manager completes a quality review or audit, the results are documented using the QA Process Audit Template.  The QA Manager documents the results of a process audit and provides recommendations, if appropriate, using this standard form.  The QA Process Audit Template records information relative to the process being followed.  Noncompliance issues must be addressed by one of the following methods:

1. Resolution, without any changes to baselined work products

2. Working with Project Managers to determine disposition of deviations

3. Resolution using Problem Reporting System

4. Outstanding deviations had already been recorded in the system

5. Outstanding deviations will be recorded  

6. Escalation to senior management for immediate attention.

QA comments reflect the quality process effectiveness or ineffectiveness.  The report is prepared for the QA Manager with a complimentary copy to the PM to provide insight on process compliance and whether it is effective in meeting project goals.

Noncompliance issues are first addressed within the software project (for example, the producer of a document or the PM) and resolved there if possible.  For issues not resolvable within the software project, the QA Manager elevates the issues to an appropriate level of management for resolution.  Issues that are not resolvable with the project leaders or project manager are presented the senior manager designated to receive noncompliance items.  Each project defines the reporting structure in its project plan and the P-QAP defines the reporting structure for noncompliance.

As part of reporting, the QA Manager will also provide monthly management reports capturing information used to judge the software project’s adherence to established SBA guidelines.

7.2.2 Document Change Request Form

Problems found in software or documentation is recorded in the Problem Reporting System, as discussed in the project CM Plans.  Problems or requested changes found in process documentation, such as this Plan, are documented using the Document Change Request Form, shown in Appendix 1.  QA analyzes the process entries and submits them to the QA Manager for review.

8. METRICS

Metrics are gathered at the project level and aggregated at the Enterprise Level for review by the PM, QA, and management.  In general, contractors collect and analyze the technical and project data and use them to guide quality engineering activities.  Quality Assurance collects and analyzes the process data.   At the project level, the PM identifies the indicators that will be used to measure quality
 and reported to the PM.
  This management information is captured in the project-specific plans.  Exhibit 21 lists the categories of metrics to be collected. 

	Indicator Category
	Description
	Metric

	Progress and Schedule
	Provides information on how well the project is performing with respect to its schedule commitment.
	Milestone Performance: Actual versus planned completions using a Gantt Chart showing percent completed for milestones.

	Effort
	Provides visibility into the contribution that staffing has on project costs, schedule adherence, and product quality.
	(1) Actual versus planned staffing profiles to date.

	Cost
	Provides tracking of actual costs against estimated costs and predicts future project costs.
	(1) Actual versus planned cost. 

(2) Cost and schedule variances.

	Growth - Requirements Stability
	Provides visibility into the magnitude and impact of requirements changes.
	(1) Number of requirements changes and requirements clarifications. 

(2) Distribution of requirements over releases.

(3) Length of time requirements change requests remain open. 

	Quality Assurance 
	Predictor of product quality and compliance to SBA processes.
	(1) Status of non-compliance issues

(2) Audit information.

	Quality Control - Trouble Reports from Testing
	Provide insight into the quality of product and processes and the effectiveness of testing.
	(1) Status of trouble reports/defects. 

(2) Number of trouble reports: open, closed, unevaluated during reporting period.

(3 Comparison of trouble reports and test cases passed. 

(4 Length of time trouble report remain open.

(5 Number of trouble reports per product.

	Quality Control - Technical/

Peer Review Results
	Provides insights into the quality of the immediate and final products and into the peer review and development processes.
	 (1) Number planned versus number conducted

 (2) Number of open and closed defects.

 (3) Number of defects by product  

 (4) Status of action items


  Exhibit 21  Category of Metrics Indicators
For example, The QA Manager aggregates the following information in the monthly status report:

· Completion of milestones for the QA activities for each project compared to the P-QAP.

· Work completed, effort expended, and funds expended in the QA activities compared to the P-QAP.

· Numbers of product audits and activity reviews compared to the P-QAP.
Problem reports generated by testing and reported in the operational baseline are catalogued by attributes, such as severity and defect type in the Problem Reporting System.  This information is used to generate a report sorted on a key field, such as originator.  Standard naming conventions are used for the attributes, so comparisons can be made across phases and projects.

The QA Manager assists CM in identifying trends that may disclose generic problem areas in the processes and procedures used to produce the work product.  This analysis includes the study of the cause, magnitude of impact, frequency of occurrence, and preventive actions.  Improvements to the SBA processes, procedures, and checklists result from this activity.  This information is supplied in detail at the project level and aggregated for the QA Manager.

In addition, QA reports the number of process deviations found during periodic process audits.  A placeholder in the standard QA reporting templates shown in the appendices contains findings and recommendations that may ameliorate these in the future.  For example, more frequent oversight may be needed; more technical review may be required; more definitive templates may need to be developed.  Exhibit 22 illustrated a method for presenting two metrics for evaluating the quality assurance efforts. These are:

· Number of deliverables approved by QA versus actual number of deliverables

· Number of deliverables approved by peer review versus actual number of deliverables.
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Exhibit 22  Example Delivery Approval Chart

Exhibit 23 shows the high-level metrics reporting points within the SDM life cycle.
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Exhibit 23  Metrics Review Timelines 

9. TOOLS

Quality Assurance has at its disposal a set of manual and automated tools to assist in its activities.  Manual tools include the checklists and templates listed in Section 4.2.  The standard Microsoft Office suite is also used by QA for compatibility with other groups.  The QA Manager documents its activities to provide a history of quality throughout the project in a QA log, as discussed in Section 4.4.
No automated tools are currently provided by the enterprise.  Each P-QAP lists the automated tools that assist in their reviews and audits, such as visibility into the version control tool.

10. PROJECT CONTROLS

This section discusses how QA monitors the activities used to maintain and store controlled versions of project products and its role in assuring products from vendors meet established requirements.

10.1 Product Control

Enterprise documentation, such as this E-QAP, is baselined, with authority for checking in and out reserved to the QA Manager.

At the project level, the methods and procedures required to ensure the integrity of products (documentation, software, and media) are identified in each project’s Software Configuration Management Plan (CM Plan).
  The project-specific CM Plans describe the code control tools and disciplines used to ensure that the delivery media (email, CDs, DVDs, tapes) are certified – that is, that the software version represented on the media matches that on which software testing was performed.  QA participates in the release activities and reports findings, supported by the Software Release Checklist, shown in Appendix 7.

The PM verifies that the CM Plans document how media is handled and stored.  The QA Manager evaluates the storage of the software products and documentation to ensure that the storage area for paper products or media is satisfactory for recovery and reuse.

The QA Manager verifies the control activities during the monthly project audits.  QA participates in configuration change control by performing product audits to ensure only approved changes are addressed.
   The results of QA activities will be documented using the QA Process Audit Template, shown in Appendix 2.  

10.2 Supplier Control

The QA Manager ensures that all provisions for assuring that products provided by suppliers meet established requirements by monitoring the software planning activities and ensuring compliance with the SBA Software Acquisition Methodology.

11. TRAINING

Relative to quality, the CIO is responsible for ensuring that all SBA staff receive an orientation into the following:

· SBA Enterprise Architecture Blueprint

· Software Acquisition Methodology

· System Development Methodology.
APPENDIX 1   SBA DOCUMENT CHANGE REQUEST FORM
	Submit by E-mail __________.
SBA DOCUMENT CHANGE REQUEST

	Document Title:
	Version:     

	Name of Associated Project:
	Organization:     

	Contact Name: 

	Phone Number: 
	E-mail:     

	Brief Title for Recommended Change:  



	Change Location:

(Section #, Exhibit #, etc.)  

 

	Proposed Change:  



	Rational for Change: 



	OISS RECOMMENDATIONS 

	Name: ____________________________________________________________________

Date:   __________________________________

Approved:   FORMCHECKBOX 
       Rejected   FORMCHECKBOX 

Approved with Comment:

Comments:

	


APPENDIX 2   SBA QA AUDIT REPORT TEMPLATE
This appendix contains a sample Audit Report.  A standardized audit report will replace this form, once authorized by SBA.

	
  QA AUDIT  REPORT  PREPARED BY _______

Control Number:   ____   Audit Report Date:  _______    

	Submitted to:
	

	Project:  _______________________
Reviewed with PM and Agreed to on:________
                                                                       
	Date of Audit:  __________
Time (hrs) to Conduct Audit:  ______ 

Time (hrs) to Produce Report:  ______                            

	Participants:


	Process/Procedure/Product:



	Scope of Audit:  



	Checklist(s)/Guideline(s) Used:


	Documentation/Work Products/Activity Examined:


	Brief Descriptions of Deviations:


	Impact of Deviations:   FORMCHECKBOX 
 Serious   FORMCHECKBOX 
 Critical     FORMCHECKBOX 
 Major    FORMCHECKBOX 
 Moderate    FORMCHECKBOX 
 Minor   FORMCHECKBOX 
 None

	Status:

 FORMCHECKBOX 
  No deviations found            FORMCHECKBOX 
  No outstanding deviations

 FORMCHECKBOX 
  Resolution, Without Any Changes  

 FORMCHECKBOX 
 Working with Project Manager to determine disposition of deviations

 FORMCHECKBOX 
  Resolution, using the Problem Reporting system 
 FORMCHECKBOX 
   Outstanding deviations had already been recorded   

 FORMCHECKBOX 
   Additional outstanding deviations have now been recorded   

 FORMCHECKBOX 
  Escalation to Senior Management for Immediate Attention  

	 FORMCHECKBOX 
  Person Assigned Responsibility

	 FORMCHECKBOX 
  Date for Responding

 FORMCHECKBOX 
  Date for Resolution

	Audit Recommendations:
 FORMCHECKBOX 
 Acceptable Process/Procedures

 FORMCHECKBOX 
 Process/Procedures Conditionally Acceptable subject to addressing action items below

 FORMCHECKBOX 
 Unacceptable Process/Procedures

	 QA Measurements:



	1. Is the project following its defined processes?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

2. Are quality control checks (reviews and testing) being applied?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

3. Is the current process supporting quality?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

4. Is the process working and effective for the project?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

5. Are quality goals being met?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

6. Are customer requirements being met?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

QA Metrics Comments:  

	  FINDINGS/ CORRECTIVE ACTIONS/ACTION ITEMS

	

	FOLLOW-ON ITEMS

	

	Discard Date:


APPENDIX 3 SBA QA MONTHLY STATUS REPORT TEMPLATE
This appendix contains a sample QA Status Report.  A standardized report will replace this form, once authorized by SBA.

	
    QA MONTHLY STATUS REPORT 
CONTROL Number  _____         SUBMITTED BY  ______

 Interval From  ____  To  ____

	Submitted to:
	

	Project(s):
	Report Date: 
Time (hrs) to Produce Report:                                                           

	Location(s) for Proof of QA Work Products:
 FORMCHECKBOX 
 Product Repositories    FORMCHECKBOX 
 QA Log    FORMCHECKBOX 
 Material attached    Other: ______________

	Significant QA Work Products/Effort During This Interval: 



	Number of QA Reviews/ Audits:
	Discrepancy Rate Current Verses Previous: 

      

	Number of Deviations Noted: 
	Review/Audit Notes:

	 QA Results             

	Product QA Measurements:

1.  ___ Objective Document/Software Reviews/Audits versus ___ planned during this Interval                       

                                    Number of defects found =          ; Number uncorrected =       
2. ___  Milestones Completed versus ___ planned during this Interval                       

3. ___   hours spent on QA Activities this period versus ___ hours planned.
4.  Status of funds expended:  FORMCHECKBOX 
  Within Budget   FORMCHECKBOX 
  Over Budget

	Measurement Comments:      

	
	

	Escalation Issues/Significant Noncompliance Issues Noted During This Period: 


	

	Status of Deliverables:

	

	Lessons Learned Collected During This Period: 


	 

	Other QA Activities Performed During This Period:  



	OBSERVATIONS

	1. Is the project following its defined processes?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

2. Are quality control checks (reviews and testing) being applied?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

3. Is the current process supporting quality?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

4. Is the process working and effective for the projects?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

5. Are quality goals being met?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

6.  Are customer requirements being met?

 FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No   FORMCHECKBOX 
 Not Defined   FORMCHECKBOX 
 Not Checked

Overall QA Observations:
What Areas Have Improved Since Last Report?
What Areas Need Strengthening?


	SUGGESTED PROCESS/PROCEDURE CHANGES

	

	POTENTIAL BUSINESS IMPACTS AND CMM® SOLUTIONS

	

	Discard Date: 


APPENDIX 4 CHECKLIST – PROCESS – CONFIGURATION MANAGEMENT ACTIVITIES
GUIDELINES FOR USING CHECKLIST-CONFIGURATION MANAGEMENT ACTIVITIES:

This checklist is provided as part of the evaluation process for project compliance with the project’s Configuration Management (CM) plan and the SBA’s System Development Methodology (SDM).  The checklist assists Quality Assurance (QA) in determining whether specifications meet established criteria.  The objective of the evaluation is to determine whether the CM activities comply with SBA development methodology requirements.

QA is required to complete the columns marked as “COMPLY” and “QA COMMENTS.”  Additional notes may be supplied.  Staff performing the CM function are encouraged to use this checklist as a ‘self-test’ of their work.

	QUALITY ASSURANCE REPRESENTATIVE (name)
	AUTHOR (name)

	Project

	Document


	QA Reviewer
	Start Date:
	Completed Date:
	 Comments:

	
	
	
	


	
	To be completed by QA

	     CHECKLIST – CONFIGURATION MANAGEMENT ACTIVITIES
	COMPLY
	QA COMMENTS

	
	Y
	N
	N/A
	

	
	
	
	
	

	
	CONFIGURATION MANAGEMENT PLAN (CM Plan)
	
	
	
	

	1. 
	Has a CM Plan been developed that covers the project? 

	
	
	
	

	2. 
	
	Is the Plan baselined?
	
	
	
	

	3. 
	
	Is the Plan up-to-date?
	
	
	
	

	4. 
	
	Is the Plan in line with the SBA Enterprise Configuration Management Plan?
	
	
	
	

	5. 
	Are project members aware of the configuration management responsibilities?  
	
	
	
	

	6. 
	
	Is there evidence that orientation or training in CM procedures has been provided (either by mentoring, workshops, or training)?
	
	
	
	

	7. 
	
	Is there evidence that the Project Manager reviewed CM reports?

	
	
	
	

	
	LIBRARY/REPOSITORY
	
	
	
	

	8. 
	Has a repository (library) been established and being used for configuration items (components)?
	
	
	
	

	9. 
	
	Does the library handle soft copy (code and electronic files)?
	
	
	
	

	10. 
	
	Does the library handle hardcopy (such as signed documents)?
	
	
	
	

	11. 
	
	Can a list of files/work products in the library be generated?
	
	
	
	

	12. 
	
	Is there a method to identify the version, release, and change status for each deliverable item?
	
	
	
	

	13. 
	
	Is there a method to identify all components of a release (to include all code and documentation)?
	
	
	
	

	14. 
	
	Does the library handle media (such as CDs and floppy disks)?
	
	
	
	

	15. 
	
	Is there a documented method describing how to obtain the latest copy of an entity in the library/repository?
	
	
	
	

	16. 
	
	Is test data up-to-date?

	
	
	
	

	17. 
	Is the repository (library) populated?
	
	
	
	

	18. 
	
	Are the project plans in the repository (library)?
	
	
	
	

	19. 
	
	Are the project-required System Life Cycle Documentation in the repository (library)?

	
	
	
	

	20. 
	Has the project established baselines?
	
	
	
	

	
	CHANGE CONTROL
	
	
	
	

	21. 
	Is every change documented in a Service Request (or a Change Request)?   
	
	
	
	

	22. 
	Has an identification scheme for all work products been defined?  
	
	
	
	

	23. 
	
	Is the identification scheme used?
	
	
	
	

	24. 
	Is the change control procedure documented?
	
	
	
	

	25. 
	
	Are any safeguards in place to ensure that no unauthorized changes are made to baselined products?
	
	
	
	

	26. 
	Is there evidence that change control is being practiced?
	
	
	
	

	27. 
	
	For internal baselines (such as for internal testing)?
	
	
	
	

	28. 
	
	For formal baselines (such as for customer acceptance testing)?
	
	
	
	

	29. 
	Are there "check in" and "check out" procedures for baselined work products, so changes are made and stored on the correct versions?
	
	
	
	

	30. 
	
	Are these documented?
	
	
	
	

	
	BASELINES
	
	
	
	

	31. 
	Can the version of a baseline be retrieved in a ‘reasonable’ time?
	
	
	
	

	32. 
	Can a master list of all changes made be produced (a configuration status accounting report)?
	
	
	
	

	33. 
	Are there repeatable reviews or audits conducted prior to the release of the software for customer testing and for operational use?
	
	
	
	

	34. 
	
	Is there a mechanism to ensure that the code fulfills the requirements?
	
	
	
	

	35. 
	
	Is there an established release approach to ensure that only approved items are released?
	
	
	
	

	36. 
	
	Is there evidence that this approach was followed?
	
	
	
	

	
	BACKUPS
	
	
	
	

	37. 
	Are backups for all project material performed periodically?  
	
	
	
	

	38. 
	
	Have the backups been validated to ensure that a file can be restored?
	
	
	
	

	
	ENVIRONMENT
	
	
	
	

	39. 
	Has CM been successful in establishing a controlled environment for integration tests?

	
	
	
	

	40. 
	
	For development testing?

	
	
	
	

	41. 
	In general, does it appear that defined CM procedures (possibly as tailored for the project team) are followed?
	
	
	
	

	42. 
	
	Do you feel that the CM approach is useable and not over controlling?
	
	
	
	

	43. 
	
	Do you get the impression that others value this quality assurance oversight of CM activities?
	
	
	
	


APPENDIX 5 CHECKLIST – PROCESS - SYSTEM TESTING
GUIDELINES FOR  USING CHECKLIST– TEST

This checklist is provided as part of Quality Assurance (QA) auditing for project process compliance with the SBA’s System Development Methodology (SDM).  The checklist assists QA in determining whether SBA testing procedures comply with the SBA development methodology requirements
 relative to the specific testing environments:  Development or Verification, Validation, and Testing.   

QA is required to complete the columns marked as “COMPLY” and “QA COMMENTS.”  Additional notes may be supplied.   

	QUALITY ASSURANCE  (name)                                                                                                            FORMCHECKBOX 
 Present   FORMCHECKBOX 
  In Absentia

 

	Project

	Testing Environment    FORMCHECKBOX 
 Development  FORMCHECKBOX 
 VV&T
	 Date/Time
	Location


	QA Reviewer
	Start Date:
	Completed Date:
	 Comments:

	
	
	
	


	
	To be completed by QA

	     CHECKLIST – CHECKLIST– TEST
	COMPLY
	QA COMMENTS

	
	Y
	N
	N/A
	

	
	
	
	
	

	
	PREPARATION 
	
	
	
	

	44. 
	Was the test team involved sufficiently early in the project to understand what was to be tested?
	
	
	
	

	45. 
	Are the current testing checklists sufficient to aid in testing?
	
	
	
	

	46. 
	Was the test environment prepared by Configuration Management so that testing could commence on-time?
	
	
	
	

	47. 
	
	Is there evidence that CM controlled all changes to the test environment?

	
	
	
	

	48. 
	Were testers aware of their responsibilities?
	
	
	
	

	49. 
	
	Was a Test Readiness Review conducted?
	
	
	
	

	
	CONDUCTING
	
	
	
	

	50. 
	Was an approved document used for conducting the testing, such as the Test Plan  (Unit and Integration)?

	
	
	
	

	51. 
	
	Were tests conducted based on the test procedures and scenarios in the approved VV&T Plan?
	
	
	
	

	52. 
	
	Was there defined and suitable monitoring of the testing?
	
	
	
	

	53. 
	
	Is there evidence that the tests were conducted in a reasonable order?
	
	
	
	

	54. 
	
	Does it appear that accurate records of test results were kept?
	
	
	
	

	55. 
	
	Does it appear that corrective action was taken to address discrepancies discovered, analyzed, and reworked?
	
	
	
	

	56. 
	
	Does it appear that discrepancies were entered and reviewed in a timely manner?
	
	
	
	

	57. 
	
	Does it appear that modifications made to the testing environment were made with approval?
	
	
	
	

	58. 
	
	
	Were modification approved through a change control procedure?
	
	
	
	

	59. 
	
	
	Is there documentation supporting the modifications?
	
	
	
	

	60. 
	
	
	Were modification made to the test descriptions, as required?
	
	
	
	

	61. 
	
	Does it appear that performance tests produce results that permit determination of performance in the operational environment?   
	
	
	
	

	62. 
	
	Is there sufficient test coverage to provide confidence that the functions being tested will operate correctly within the intended environment?
	
	
	
	

	63. 
	Have the software build procedures been verified, approved, and placed under CM control?
	
	
	
	

	64. 
	
	Is the applicable software and documentation associated with the build?
	
	
	
	

	65. 
	
	Was the software built successfully in the test environment using baseline documentation?
	
	
	
	

	66. 
	Has customer approval been obtained for the testing?
	
	
	
	

	67. 
	Are approved documentation available to the testers?
	
	
	
	

	68. 
	Has a testing schedule been published, agreed to, and baselined?
	
	
	
	

	69. 
	
	Was test data available for testing?
	
	
	
	

	70. 
	Is/was there an established procedure to ensure that all testing problems are/were logged and reviewed?
	
	
	
	

	
	FOLLOW-UP
	
	
	
	

	71. 
	Were the testing results documented using the Test Results and Evaluation Report?

	
	
	
	

	72. 
	
	Were all test logs, master test procedures, test records, and test problem reports collected and controlled?
	
	
	
	

	73. 
	
	Are all outstanding problem reports associated with the testing document for inclusion in the delivery package?
	
	
	
	

	74. 
	Did the appropriate authority determine that the system passed or failed the testing? 
	
	
	
	

	75. 
	Did CM perform a Functional Configuration Audit (FCA) prior to release?


	
	
	
	

	76. 
	Did CM perform a Physical Configuration Audit (PCA) audit prior to release?
	
	
	
	

	77. 
	Was the Installation and Conversion Plan updated, based on the testing results?
	
	
	
	

	78. 
	Were SDLC documents updated to reflect the testing findings?
	
	
	
	

	79. 
	Was a Management Summary Report prepared for each product produced or revised during the testing?

	
	
	
	

	80. 
	Do you get the impression that others value this quality assurance oversight of test activities?
	
	
	
	


APPENDIX 6  CHECKLIST – SOFTWARE RELEASE
GUIDELINES FOR USING CHECKLIST-SOFTWARE RELEASE:

This checklist is provided as part of the evaluation process for project compliance with the project’s Configuration Management (CM) plan and the SBA’s System Development Methodology (SDM).  The checklist assists Quality Assurance (QA) in determining whether a developed software product is suitable for release and the release activities comply with SBA development methodology requirements.

QA is required to complete the columns marked as “COMPLY” and “QA COMMENTS.”  Additional notes may be supplied.  Staff performing in the CM function are encouraged to use this checklist as a ‘self-test’ of their work.

	QUALITY ASSURANCE REPRESENTATIVE (name)
	AUTHOR (name)

	Project

	Software Release


	QA Reviewer
	Start Date:
	Completed Date:
	 Comments:

	
	
	
	


	
	To be completed by QA

	     CHECKLIST – SOFTWARE RELEASE
	COMPLY
	QA COMMENTS

	
	Y
	N
	N/A
	

	
	
	
	

	VERIFICATION 

	81. 
	Do testing reports indicate that all defects have been removed from the software or addressed by management and CM?
	
	
	
	

	82. 
	Has the software been installed from the ‘release package’ in a ‘clean’ environment?
	
	
	
	

	83. 
	
	Has the uninstall software been successfully executed?
	
	
	
	

	84. 
	Has the software delivery documentation been prepared, based on the approved template?
	
	
	
	

	85. 
	
	Have the list of files to be released been prepared from the baseline environment, not the developer’s?
	
	
	
	

	AUTHORIZATION

	86. 
	Has the project CCB approved all changes to management-approved and user-approved baselines?

	
	
	
	

	CM LIBRARY

	87. 
	Are all work products (code and documentation) baselined in the CM library?
	
	
	
	

	88. 
	
	Was all software generated from the CM library in accordance with the CM Plan?
	
	
	
	

	89. 
	Have the status of service requests (change requests) been updated to reflect the delivery?
	
	
	
	

	90. 
	Have outdated versions been archived for the required period of time, in keeping with SBA standards and guidelines?

	
	
	
	

	MEDIA

	91. 
	Has a check been made that all files are present on the delivery media?
	
	
	
	

	92. 
	
	Have the files been checked to ensure they do not contain any viruses?
	
	
	
	

	93. 
	
	Is the media properly labeled to include, at a minimum, the software name, release date, and correct version?
	
	
	
	

	94. 
	
	
	Is there a list of files on the media stored on the media?
	
	
	
	

	95. 
	
	Is there a complete and accurate distribution list for the media?
	
	
	
	

	RELEASE DOCUMENTATION

	96. 
	Has the release documentation been prepared according to the standard, possibly as tailored by the project?
	
	
	
	

	97. 
	Has the release documentation undergone technical review?
	
	
	
	

	98. 
	Was an entry made in the inventory log that includes the title of the product, release date, version number, name and version or model numbers of the software and hardware used in the development of the product, name of the organization responsible for development of the product (usually the sponsoring organization), and the product distribution list?

	
	
	
	

	99. 
	Was there an appropriate cover letter or email attached to the release?
	
	
	
	

	100. 
	Do you get the impression that others value this quality assurance oversight of the release activities?
	
	
	
	


APPENDIX 7  CHECKLIST – PROCESS – REVIEWS AND MEETINGS
GUIDELINES FOR THE USING THE CHECKLIST– REVIEWS AND MEETINGS

This checklist is provided as part of Quality Assurance (QA) auditing for project process compliance with the SBA’s System Development Methodology (SDM).  The checklist assists QA in determining whether SBA review procedures comply with the SBA development methodology requirements
 and if disciplined meeting management is being practiced.   

QA is required to complete the columns marked as “COMPLY” and “QA COMMENTS.”  Additional notes may be supplied.   

	QUALITY ASSURANCE (name)                                                                                                            FORMCHECKBOX 
 Present   FORMCHECKBOX 
  In Absentia

 

	Project

	Review or Meeting
	 Date/Time
	Location


	QA Reviewer
	Start Date:
	Completed Date:
	 Comments:

	
	
	
	


	
	To be completed by QA

	     CHECKLIST – CHECKLIST– REVIEWS AND MEETINGS
	COMPLY
	QA COMMENTS

	
	Y
	N
	N/A
	

	
	
	
	
	

	
	 MEETING GOALS AND OBJECTIVES
	
	
	
	

	101. 
	Were the issues or topics of the meeting clear?
	
	
	
	

	102. 
	Were the meeting’s objectives reasonable, given the allotted time and resources?
	
	
	
	

	103. 
	 Did attendees know what decisions or actions were to be taken?
	
	
	
	

	104. 
	 Were hidden agendas flushed out and handled?
	
	
	
	

	
	LOGISTICS
	
	
	
	

	105. 
	If this is a review of a Software Development Life Cycle (SDLC) document, was the review in compliance with the procedure in the SDM?
	
	
	
	

	106. 
	Was the agenda made clear prior to the meeting – either verbally or in writing?
	
	
	
	

	107. 
	Was adequate participation time provided?
	
	
	
	

	108. 
	Were participants prepared to make decisions?
	
	
	
	

	109. 
	Was required material distributed sufficiently in advance to allow needed review?
	
	
	
	

	110. 
	Was the material to be reviewed baselined?
	
	
	
	

	111. 
	Were the meeting time, location, and method (such as conferencing) convenient?
	
	
	
	

	
	MEETING ATMOSPHERE
	
	
	
	

	112. 
	Did required personnel attend?
	
	
	
	

	113. 
	Were minutes from previous, related meetings accepted?
	
	
	
	

	114. 
	Were the interests of all organizations, branches, projects, and affected parties represented?
	
	
	
	

	115. 
	Did you feel that QA presence contributed to the value of the meeting, either in terms of adherence or knowledge gained? 
	
	
	
	

	116. 
	Did people attend whose presence was unnecessary?
	
	
	
	

	117. 
	Was sufficient time allocated to discuss each item or, if not, was the item deferred to a future meeting?
	
	
	
	

	118. 
	Were all attendees encouraged to participate?
	
	
	
	

	119. 
	Was dominance by one person prevented?
	
	
	
	

	120. 
	Were participants who spoke well prepared and organized?
	
	
	
	

	121. 
	Did the meeting adhere to the agenda?
	
	
	
	

	122. 
	Were outstanding action items related to this meeting reviewed and their status updated?
	
	
	
	

	123. 
	If necessary, were plans for another meeting discussed.
	
	
	
	

	
	 FOLLOW UP
	
	
	
	

	124. 
	At the close of the meeting, was there consensus on decisions or actions?
	
	
	
	

	125. 
	Were action items (including issues and concerns) taken, organized, and assigned for follow-up?
	
	
	
	

	126. 
	Were minutes covering all items discussed, action items, and participants documented and distributed?
	
	
	
	


� EMBED Excel.Sheet.8  ���











�   See SDM-templates- qaptemplate.doc





�   See SDM Section A.2.9 - Control Project.Manage Quality


�   See SDM.Introduction,.”Crosscutting Considerations”


�  See SDM 4.8 Update System Audit Strategy


�  See SDM, Section 2.8.


�  See SDM, See SDM, Introduction


�  See SDM, Introduction.  An example is review of decision in SDM, 4.0


�  See SDM. Configuration Management Guidelines. B1.6 Configuration Audits


�  See SDM. Configuration Management Guidelines. B1.6 Configuration Audits


�  See SDM 4.8 Update System Audit Strategy


�  See SDM. App C Quality Assurance Guidelines 





�  See SDM, Appendix A


�  See SDM, Appendix D


�  See SDM, Section 5.1


�  See SDM. Section 5.1 System Acceptance Test


�  See SDM. Section 5.1 System Acceptance Test


�  See SDM. Section 5.1 System Acceptance Test








� See SDM. B1. Configuration Management Program. Problem Tracking and Reporting System.





�  See: SDM Introduction.Tailoring the Software Development Approach


�  See SDM-A.2 Control Project.Determine Status Hierarchy








�  See SDM. App C Quality Assurance Guidelines


�  See SDM. A.2 Control the Project.Manage Quality


�  See SDM. Software Quality Assurance Guidelines


�  See  SDM. A.2 Control the Project.Manage Quality





�  See Software Configuration Management Plan Template (SY-SCM-TE-PLN-001)


�  See SDM 4.12 and 2.9 and 3.12 Perform Change Control Activities


�   See SDM 1.0, Perform Change Control (such as 1.10).


�   See SDM 4.6


�   For example, the Needs Statement.


�   See SDM 4.4


�   See SDM 4.3


�  See SDM 5.1


�  See SDM 5.1


�  See SDM Templates


�  See SDM Templates


�  See SDM 5.0


�  See SDM 5.0


�  See SDM 5.0


�  See SDM B.1


�  See SDM 5.7


�  See SDM 5.7


�  See SDM 1.9, 2.0, 2.8, 3.0, 3.11, 4.0, 5.0, 5.6, 
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