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U.S. Small Business AdministraƟon
 
Office of Inspector General
 
Washington, D.C. 20416
 

R�ÖÊÙã TÙ�ÄÝÃ®ãã�½ 
R�ÖÊÙã NÊ. 13‐15 

D�ã�: March 29, 2013 

TÊ: Chase Garwood 
AcƟng Chief InformaƟon Officer 

Bridget Bean 
AcƟng Chief Human Capital Officer 

Sç�¹��ã: Briefing Report for the FY 2012 Federal InformaƟon Security Management Act Review 

This report presents the results of the SBA Federal InformaƟon Security Management Act (FISMA) review. This 
review assessed SBA’s compliance with FISMA and was previously reported to the Department of Homeland 
Security through the Cyberscope reporƟng process. We have incorporated the comments from the Chief Infor‐
maƟon Officer and Chief Human Capital Officer into this report. 

Please provide your response to this report for the recommendaƟon on the aƩached SBA Form 1824, Recom‐
mendaƟon AcƟon Sheet, by April 28, 2013. 

Consistent with OMB Circular A‐50, your response should include the correcƟve acƟon taken or planned for the 
recommendaƟon and the target date for compleƟon. If you disagree with the recommendaƟon, please fully 
explain the reasons for disagreement. Please include the legal basis for disagreement based on interpretaƟon 
of law, regulaƟons, or the authority of officials to take or not take acƟon. You may also propose alternaƟve 
acƟons to those recommended that you believe would beƩer address the issues presented in this report. 

In order to fulfill our responsibiliƟes under the Inspector General Act, we are providing copies of our report to 
the appropriate congressional commiƩees responsible for oversight of the Small Business AdministraƟon. We 
will also post this report on the Office of Inspector General website for public disseminaƟon. 

We appreciate the courtesies and cooperaƟon of the Office of Chief InformaƟon Officer and Office of Human 
Capital during this review. If you have any quesƟons concerning this report, please call me at (202) 205‐7390 
or Jeffrey Brindle, Director, InformaƟon Technology and Financial Management at (202) 205‐7490. 

*** 

/s/ 

John K. Needham 
Assistant Inspector General for AudiƟng 
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FY 2012 FISMA Review
 

Highlights 
Why the OIG Performed this Review 

The Federal InformaƟon Security Management 
Act (FISMA) requires that the OIG review the 
SBA’s InformaƟon Technology (IT) Security 
Program. 

The OIG is required to provide the results of the 
IT Security review to the Department of 
Homeland Security through the CyberScope 
reporƟng process. 

What the OIG Found 
The SBA made progress in meeƟng FISMA 
requirements, as outlined in OMB 
Memorandum M‐12‐20, FY 2012 ReporƟng 
InstrucƟons for FISMA and Agency Privacy 
Management. Some of the specific FISMA 
results included: 

 Improvements in the Incident Response, 
and Risk Management areas. 

 Performance in security capital planning 
conƟnues to comply. 

The OIG also determined that the SBA: 

	 Needs to make significant improvement to 
meet FISMA criteria in ConfiguraƟon 
Management. 

	 Telework Standard OperaƟng Procedure is 
more than ten years old and does not 
reflect current technically guidance. 

	 Has 36 open IT recommendaƟons that 
directly impacts the security of SBA IT 
systems. 

Note:  This represents a net  increase of six 
recommendaƟons over last year’s FISMA report. 

Status of FISMA Compliance Areas at the End 
of FY 2012 

ConƟnuous Monitoring 
ConfiguraƟon Management 
IdenƟty Management 
Incident Response 

Risk Management 

Security Training 
POA&M 
Remote Access 
ConƟngency Planning 
Contractor Systems 
Security Capital Planning 

 Fully Met   Mostly met  ParƟally  met  Not met 

RecommendaƟons 

The OIG found that the SBA conƟnues to show 
improvement in its IT Security Program. The 
OIG recommended the SBA needs to update 
its Telework Standard OperaƟons Procedural 
manual. 

The SBA concurred with this recommendaƟon 
in its formal comments to the OIG. 
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FY 2012 FISMA Review
 
Background 

The Federal InformaƟon Security Management 
Act (FISMA) of 2002 requires each federal agen‐
cy to develop, document, and implement an 
agency‐wide program to provide informaƟon 
security for the informaƟon and informaƟon 
systems that support the operaƟons and assets 
of the agency. 

The Office of Management and Budget (OMB) 
issued Memorandum M‐12‐20, FY 2012 Re‐
porƟng InstrucƟons for the Federal InformaƟon 
Security Management Act and Agency Privacy 
Management, for agencies to assess compliance 
with FISMA reporƟng requirements. Further, 
Inspectors General are required by FISMA to 
perform an annual evaluaƟon to determine the 
effecƟveness of the agency’s informaƟon securi‐
ty program and pracƟces, which includes: 

	 An assessment of compliance with FISMA 
requirements and related informaƟon secu‐
rity policies, procedures, standards, and 
guidelines to include applicable NaƟonal 
InsƟtute for Standards and Technology 
(NIST) guidelines. 

	 TesƟng of the effecƟveness of informaƟon 
security policies, procedures, and pracƟces 
of a subset of the agency’s informaƟon sys‐
tems. 

	 Veƫng of the OIG’s results through the 
Office of the Chief InformaƟon Officer 
(OCIO), and reporƟng them to the Office of 
Management and Budget and the Depart‐
ment of Homeland Security. This infor‐
maƟon is used in OMB’s report to Congress, 
its preparaƟon of the President’s Budget, 
and in support of DHS’s oversight of govern‐
ment informaƟon systems. 

Approach 

ObjecƟve 

The objecƟve of this review was to evaluate the 
SBA’s progress during FY 2012 in adhering to 
criteria established in FISMA. 

Scope and Methodology 

We performed our review in accordance with 
Quality Standards for InspecƟons and Evalua‐
Ɵons issued by the Council of Inspectors Gener‐
als on Integrity and Efficiency (CIGIE). 

In doing this work we: 

	 Contracted with an Independent Public Ac‐
countant (IPA) to perform fieldwork regard‐
ing the evaluaƟon procedures relaƟng to 
FISMA. 

	 UƟlized the IPA’s work to evaluate SBA’s 
performance in the eleven cyber security 
areas idenƟfied in the Cyberscope1 re‐
porƟng tool. 

	 Formulated our conclusions based on FISMA 
guidance and OMB Circular A‐130, Manage‐
ment of Federal Resources. 

This evaluaƟon covered the fiscal year ending 
September 30, 2012. 

To report on SBA’s progress, we assigned a 
grade to each FISMA reporƟng area. 

We considered compliance with Cyberscope 
reporƟng criteria and open recommendaƟons 
when assigning a grade to each area. Grades for 
FY 2012 take into consideraƟon progress made 
since FY 2011. 

1  The  Cyberscope  reporƟng  tool  is  the  secure  plaƞorm  for  reporƟng  security  metrics  to  the  Department  of  Homeland  Security.   
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   Key Issues
 
ConfiguraƟon Management 

The SBA conƟnues to be severely impacted by its 
lack of progress in miƟgaƟng or correcƟng seri‐
ous IT security weaknesses in the area of Config‐
uraƟon Management. 

The SBA has seven high‐priority open audit rec‐
ommendaƟons in ConfiguraƟon Management 
daƟng back to January 2010. 

	 ImplementaƟon of these seven recommen‐
daƟons would reduce the risk to SBA’s IT 
environment from exploitaƟon or penetra‐
Ɵon. 

Upon review of the results of SBA’s 2012 Cyber‐
scope Report, the OIG determined that the SBA 
did not have a fully operaƟonal ConfiguraƟon 
Management program. 

The OIG concluded that SBA’s negaƟve respons‐
es to nine of ten ConfiguraƟon Management 
quesƟons in the Cyberscope report idenƟfy 
SBA’s inability to make improvements in its Con‐
figuraƟon Management program over the long‐
term under FISMA criteria. 

TelecommuƟng Program SOP 

The SBA Standard OperaƟng Procedure (SOP) 
“TelecommuƟng Program” (33.59.1) contains 
technical procedures for telework that are over 
10 years old and are obsolete. 

	 According to SOP (90.47.3) “InformaƟon Se‐
curity Program – Personnel Security Policies 
and Procedures” – Personnel security poli‐
cies help protect SBA assets from abuse, 
misuse, or destrucƟon. Personnel security 
involves human users and how they interact 
with computers, access and the authoriƟes 
they need to do their job. 

The SOP 33.59.1 refers to using “direct dial‐up” 
with the employees private internet account. 
AddiƟonally, the SOP calls for the installaƟon of 
a soŌware tool — Virtual Network CompuƟng— 
to be installed on the SBA employee’s personal 
computer. We conclude that these procedures 
are obsolete and have not been used in years. 
The SBA should update its procedures in the SOP 
33.59.1 or refer to them by reference. 

RecommendaƟon 

We recommend the Office of Human Resource 
SoluƟons, in conjuncƟon with the Office of Chief 
InformaƟon Officer, issue a new Telework Pro‐
gram SOP. 

	 This new Telework SOP would refer to tech‐
nical secƟons for explaining the safe and 
secure methods of telework. The technical 
secƟons could be referred to by reference 
and not be placed in the actual Telework 
SOP. This would allow Ɵmely changes to 
technical procedures. 

. 
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ConƟnuing Issues
 

36 Open RecommendaƟons 

Open RecommendaƟons Increased 

From FY 2011 to FY 2012, the SBA’s InformaƟon 
Technology (IT) open recommendaƟons in FIS‐
MA reporƟng areas increased from 30 open 
recommendaƟons to 36 open recommenda‐
Ɵons. 

 The 36 open audit recommendaƟons repre‐
sent long‐standing security vulnerabiliƟes in 
SBA’s IT Security Program. 

 Over half of open recommendaƟons were 
in the areas of ConfiguraƟon Management 
and IdenƟty and Access Management. 

OIG Assessment 

SBA fully meets OMB requirements in three of 
the 11 FISMA Compliance Areas. 

Areas of Improvement 

The SBA was compliant in Security Capital Plan‐
ning and became compliant in two areas in the 
past year: 

 Incident Response 
 Risk Management 

Area of Significant Weakness 

However, the SBA is severely impacted by con‐
Ɵnued open recommendaƟons and weaknesses 
in ConfiguraƟon Management. 

This weakness put SBA’s IT Security Program at 
risk of unauthorized access, modificaƟon, and 
possible penetraƟon of SBA systems. 

Each of the areas evaluated on the following 
page correspond to their relaƟve FISMA re‐
quirements, as prescribed by the DHS and re‐
ported in Cyberscope, and open recommenda‐
Ɵons. 

FISMA Compliance Areas 

1. ConƟnuous Monitoring: Provides a real‐Ɵme 
view of agency security control operaƟons. 
2. ConfiguraƟon Management: Provides a 
standard configuraƟon baseline that minimizes 
exploitable system vulnerabiliƟes. 
3. IdenƟty Management: Ensures that users 
and devices are properly authorized to access 
informaƟon or informaƟon systems. 
4. Incident Response: Ensures that agencies 
have sound policies and planning in place to 
respond to incidents and report them to the 
appropriate authoriƟes. 
5. Risk Management: Provides a framework for 
the agency to idenƟfy, assess, and miƟgate sys‐
tems’ risks. 
6. Security Training: Ensures that security 
awareness training is provided for all employ‐
ees and specialized training is provided for 
those with significant security responsibiliƟes. 
7. POA&M: Provides the agency with infor‐
maƟon on a security weakness’s overall risk to 
the system, planned acƟons to address the risk, 
associated costs, and expected compleƟon 
dates. 
8. Remote Access: Allows the agency to pro‐
vide secure access to informaƟon and infor‐
maƟon systems remotely to include telework 
and mobile devices. 
9. ConƟngency Planning: IdenƟfies important 
agency resources and potenƟal risks to those 
resources. Includes development of a plan to 
address the consequences if those risks are re‐
alized. 
10. Contractor Systems: Ensures that external 
enƟƟes that own or operate informaƟon sys‐
tems on behalf of the government meet the 
security requirements for all systems that store 
or process government informaƟon. 
11. Security Capital Planning: Ensures that se‐
curity requirements are idenƟfied, resources 
esƟmated, and business cases established so 
that appropriate levels of security are funded. 

5 



 

 

         

            
 

     

 
       
   

       
   

                   
      

             
              

                   
                

                    
                       
   

  

                     
            

                 
                   

         
  

                   
                     

             
  

                     
                 

   
  

               
                     
               

  
                   
                   
                   
 

  

                 
                  
           

  

Summary of FISMA Compliance Areas
 

Area of Compliance Status at end of 
FY 2011 

Status at end of 
FY 2012 

1. ConƟnuous Monitoring: Provides a real‐Ɵme view of agency security 
control operaƟons.  
2. ConfiguraƟon Management: Provides a standard configuraƟon 
baseline that minimizes exploitable system vulnerabiliƟes.  
3. IdenƟty Management: Ensures that users and devices are properly 
authorized to access informaƟon or informaƟon systems.  
4. Incident Response: Ensures that agencies have sound policies and 
planning in place to respond to incidents and report them to the 
appropriate authoriƟes. 

 

5. Risk Management: Provides a framework for the agency to idenƟfy, 
assess, and miƟgate systems’ risks.  
6. Security Training: Ensures that security awareness training is 
provided for all employees and specialized training is provided for 
those with significant security responsibiliƟes. 

 

7. POA&M: Provides the agency with informaƟon on a security 
weakness’s overall risk to the system, planned acƟons to address the 
risk, associated costs, and expected compleƟon dates. 

 

8. Remote Access: Allows the agency to provide secure access to 
informaƟon and informaƟon systems remotely to include telework and 
mobile devices. 

 

9. ConƟngency Planning: IdenƟfies important agency resources and 
potenƟal risks to those resources. Includes development of a plan to 
address the consequences if those risks are realized. 

 

10. Contractor Systems: Ensures that external enƟƟes that own or 
operate informaƟon systems on behalf of the government meet the 
security requirements for all systems that store or process government 
informaƟon. 

 

11. Security Capital Planning: Ensures that security requirements are 
idenƟfied, resources esƟmated, and business cases established so that 
appropriate levels of security are funded. 

 

FISMA Requirements:  Fully Met  Mostly  met  ParƟally met  Not met 
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Agency Comments: RecommendaƟon 1
 

We provided a draŌ of this report to the SBA Chief 

InformaƟon Officer (CIO) dated March 4, 2013.  On 

March 26, 2013, the CIO submiƩed formal 

comments and concurred with the 

recommendaƟon. A summary of management’s 

comments, followed by our responses are below. 

RecommendaƟon 1 

We recommend the Office of Human Resource Solu‐

Ɵons, in conjuncƟon with the Office of Chief Infor‐

maƟon Officer, issue a new Telework Program SOP. 

	 This new Telework SOP would refer to technical 

secƟons for explaining the safe and secure 

methods of telework. The technical secƟons 

could be referred to by reference and not be 

placed in the actual Telework SOP. This would 

allow Ɵmely changes to technical procedures. 

Agency Comments: The Office of Human Resource 

SoluƟons (OHRS) and Office of Chief InformaƟon 

Officer (OCIO) concur. 

OIG Response: We consider management’s com‐

ments to be responsive to the recommendaƟon. 

*** 
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