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1 Start with security.




D Start with security.

% Don’t collect personal information you don’t need.

% Hold on to information only as long as you have a
legitimate business need.

» Don’t use personal information when it’s not
necessary.



»2®» Control access to data sensibly.




D Control access to data sensibly.

% Restrict access to sensitive data.

> Limit administrative access.



Require secure passwords and
authentication.




Require secure passwords and
authentication.

% Insist on complex and unique passwords.
% Store passwords securely.
% Guard against brute force attacks.

» Protect against authentication bypass.



Store sensitive personal
information securely and

protect it during transmission.




Store sensitive personal information
securely and protect it during transmission.

> Keep sensitive information secure throughout its
lifecycle.

» Use industry-tested and accepted methods.

% Ensure proper configuration.



Segment your network and
monitor who'’s trying to get

in and out.




Segment your network and monitor who's
trying to get in and out.

» Segment your network.

» Monitor activity on your network.



Secure remote access to your
network.




B Secure remote access to your network.

% Ensure endpoint security.

» Put sensible access limits in place.



Apply sound security practices
when developing new products.




D Apply sound security practices
when developing new products.

% Train your engineers in secure coding.
% Follow platform guidelines for security.
% Verify that privacy and security features work.

% Test for common vulnerabilities.



Make sure your service
providers implement

reasonable security measures.




Make sure your service providers
implement reasonable security measures.

» Put it in writing.

% Verify compliance.



Put procedures in place to
keep your security current and

address vulnerabilities that
may arise.




Put procedures in place to keep your
security current and address
vulnerabilities that may arise.

» Update and patch third-party software.

» Heed credible security warnings and move quickly
to fix them.



Secure paper, physical media,
and devices.




p Secure paper, physical media, and devices.

% Securely store sensitive files.
% Protect devices that process personal information.

% Keep safety standards in place when data is en
route.

% Dispose of sensitive data securely.



ftc.gov/datasecurity

[ECTING AMERICA'S CONSUN

FEDERAL TRADE COMMISSION

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE I WOULD LIXE TO.

Home » Dats Securty

Data Security

Companies with personal information should take s2eps 10 safeguard ther data. Othenise, that informason
@ @ - could fall into the wrong hands. resulting in fraud and other harm. The FTC promotes data secunty in the prvale
sector Bwough chvil law enforcement, education; policy initiatives. and recommendasions 10 Congress 10 enact
m a l legislaton in this area The Kuchsione of e FTC's 3pproach o Gata secunty is reasonadleness 3 company's
N %

data secunty measures must be reasonadle in ight of the sensitvty and volume of consumer informaton it
holds. the size and complenty of #s data cperabions. and the cost of avadatie tools 10 Improve secunty and
reduce wineradides

» CASES

» PRESSRELEASES

» BLOGPOSTS

» PUBLIC EVENTS

» PUBLIC STATEMENTS

» REPORTS

s ARV OH BT




busines

FEDERAL TRADE COMMISSION
PR NG AMERICA'S CONSUMERS

OTEC

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY

Home » Tps & Advice » Business Center

Business Center Business Center

ADVERTISING & MARKETING Your link to consumer protechon law
CREDIT & FINANCE
PRIVACY & SECURITY

SELECTED INOUSTRIES sw'l‘i.;zT S E C U R | T Y

Y LEGAL RESOURCES

# BUSINESS BLOG

Security Guidance for Businesses

With friends ke these
AUG 12, 2015

good thing A parbal setlement

@ BUSINESS BLOG More Posts »

ftc.gov

TIPS & ADVICE

I WOULD LIKE TO

The FTC's Endorsement Guides:
What People Are Asking

The Beatles were right One does get by with 3 Iittle
help from one's friends - but that's not always a

(» EXPLORE THE BUSINESS CENTER
ADVERTISING AND MARKETING v
CREDIT AND FINANCE v




business.ftc.gov




business.ftc.gov

# BUSINESS BLOG More Posts »

With friends like these

AUG 12, 2015

The Beatles were nght One does get by with a ille
help from one’s friends - but that's not always a
£00d thing. A partial setiement

Letter to Morgan Stanley offers security insights
about insiders

AUG 10, 2015

Businesses are understandably concerned about
the threat that hackers pose 10 the secunty of




business.ftc.gov




ABOUT THE FIC

Tes & Advice » Busness Certer » Prvacy & Securty » Dets Secerty

Data Security

Many companes keep senstre persondl information abot Customerns of employees in thew files o on
thew network. Havng a sound secunty plan n place to collect only what you need, keep & safe, and
dupose of € securely can help you met your legal obiigations to protect that sensve data The FTC
has fee resources for busmesses of any e

FEATURED

Start with Security: A Guide for Business

10 practical lessens busmesses can leamn from the FTC's 50+ data
secunty settiements

GUIDANCE

Buying or selling dobts? Stops for keoping data secure

For Gedt buyers and seliers. keeging sensfive informaton secure should be tusiness as usual The FTC has
Seven Bps for members of he nduslry 15 help reduce the nsk of unduMonted disdosure

Careful Connections: Bullding Security in the Internet of Things
ABASS 180 PutinSLASR ADSA Buil B LB MAS AL COMNATAA 1S TN INTAmal &f TRIAAL IhuSns

business.ftc.gov

Related Posts

AUG 10, 2015
Letter 10 Morgan Staniey ofiers
SeCurty insghts sdout miders

AR 30, 2018
A word about passwords

2N 30, 2018
S1art with Socurity. New guide
ofers lessons from FTC cases

JUN 16, 2015

DoaY let & aatural desaster
become a data securty
Ccalamity

MAY 20, 2015
o the FTC comes 1o call

Legal Resources on
Data Security

Case (%5

Pudic Event (19
Regon (11

Clatna L slar (R




business.ftc.gov

GUIDANCE

Buying or selling debts? Steps for keoping data socure

For Gedt Buyers and selars, beeging sensve informaton secure should be tutiness as usual The FTC has
seven Bps for members of the Nduslry 10 help redude the nsk of unduhoned discosure

Careful Connections: Buliding Security in the Internet of Things

ADASS 16f Burtina L AR ADCeA BuilBng ASCurPy MAY PHIAANTL CONNATLT 1S e INtarnal of TRIAAL NCTuBna




business.ftc.gov

Related Posts

AUG 10, 2015
Letter 1o Morgan Stankey offers
SECUrty insights adou! nsiders

AR 30, 2015
A word about passwords

JUMN 30, 2018
SLar with Socurty: New Quele
ofers lessons from FTC cases

JUN 16, 2015
DonY bet & natural desaster
become a data securty

Ccalamity

MAY 20, 2015
W the FTC comes to call




business.ftc.gov




bulkorder.ftc.gov

FEDERAL TRADE COMMISSION

Free publications for America’s consumers

HOME PUBLICATIONS FaQ FTC.gov F_-f CART

FREE PUBLICATIONS TO SHARE

LANGUAGES — FEATURED PUBLICATIONS Vierw AB Pubisc ations

T EADS . Bec

Spars

Yiew Languages » § A (33) : ;-
= = X

FORMATS Laptop Security Tips

. ' & Xl Bookmark
; salth (10 O v & How 10 keep your lagtep
3 1) Ond NE S % = from being lost or stolen

Heads Up: Stop. Think Net Cetera: Chatting

Conneoct. with Kids About Being

A bookdet for kids abost  Online

$0C1aZNG criing Tips for having 3
comersabion about the
facts of dgtal Me




Lisa Schifferle - Ischifferle@ftc.gov

Katherine McCarron - kmccarron@ftc.qov

|
|
]
|
|
|
J
|
1
|
|
|
|




T HA NKS !




